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LOCAL EARLY CHILDHOOD INTEGRATED DATA SYSTEM 
 
Integrated Data Systems (IDS) use data that government agencies routinely collect in the normal 
course of delivering public services to shape local policy and practice. Data-driven and evidence-
based social policy innovation can help governments serve communities better, smarter, and faster.  
They can use data to evaluate the effectiveness of ongoing services as well as new initiatives, or 
bridge gaps between public services and community providers. When all the data are connected, 
policymakers can answer questions about children’s overall access to early learning services as well 
as the outcome of early intervention services, quality programs, and a stable well-trained early care 
and education workforce over time. 
 
Are children (birth to age 5) on track to succeed when they enter school and beyond? How many and 
which children have access to high-quality early care and education programs? Is the quality of 
programs improving? What are the characteristics of effective programs?  Is the early care and 
education workforce adequately trained and prepared to meet the needs of children and to provide 
effective education and care for all children? 
 
Most policymakers cannot answer these questions because data about interventions for young 
children are siloed in different state and local databases or in no databases at all.  This means 
policymakers and other decision-makers do not have a complete picture of who is participating in 
which services or how well those services promote positive school readiness and health outcomes for 
children over time. The State and local jurisdictions collect a variety of disconnected data about 
children participating in multiple government-funded programs, characteristics of high-quality early 
care and education, and information about the early care and education workforce. 
 
Research on the importance of early childhood development

1 continues to spark policy discussions 
about the types of interventions needed for children from before birth through age 8 to promote 
positive educational and health outcomes.  Services received in the early years of life are particularly 
important for young children who live in poverty, have experienced trauma, or are at risk of entering 
kindergarten with fewer readiness skills than their peers.  To make informed policy and individual 
decisions about whether government services are equitable, cost-effective, and responsive to the 
diverse needs of families while also yielding the greatest benefits, policymakers need access to 
accurate and comprehensive information about who receives the services and how they fare later in 
life. Such information promotes policymaking that brings the best quality of services to the families 
and Communities that need them. 
 
The Santa Clara County Office of Education was contracted by the California Department of Education 
to create a Local Early Childhood Integrated Data System work group to establish a well-
communicated purpose and vision that describes how it contributes to the long-term early childhood 
policy and program goals at the local level and guide decisions and direction for linkage to a 

                                                           
1 Alliance for Early Success and Child Trends. (2015). Birth through Eight State Policy Framework: Research at a 

Glance. 
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longitudinal data system. In addition, the State tasked the Local Early Childhood Integrated Data 
System work group to develop a project management plan that clearly articulates the scope of work, 
outcomes, and responsibilities for the development and implementation of the Early Childhood 
Integrated Data System including a data governance structure to address data sharing, secure data 
transfers, and memorandums of understanding (MOUs) between the entities involved in the data 
sharing. The meeting objectives were clear: 

1. To ensure the prioritization of local partners’ and stakeholders’ requested data; 
2. To gather information regarding current local partners’ and stakeholders’ data collection and 

readiness; 
3. To gather input from stakeholders to share the design of the State’s Early Childhood Integrated 

Data System; and 
4. To highlight local partners’ and stakeholders’ “best practices” in data collection and data use. 
 
With the guidance of the California Department of Education, the Santa Clara County Office of 
Education requested counties and localities to participate in the Local Integrated Data System work 
group that represented the entire geography of the State, including Bay Area Region Counties, Los 
Angeles, Southern California Counties, Central/Southern Farm Counties, North and Mountain 
Counties and Central Valley Counties. They represented large and small counties/localities, urban 
and rural, affluent and economically deprived areas.  Ultimately, the work group comprised thirteen 
counties/localities (including Santa Clara County, the hosting county), which met three times 
virtually, by participating via facilitated webinars. Each webinar was 2 hours and the meeting series 
objective was to assess the need for local level integrated data and to determine how the State’s 
Early Childhood Integrated Data System could best support state, regional and local data needs.  The 
counties/localities that comprised the local Integrated Data System work group included 
representatives from: 
 

Alameda County Modoc County San Bernardino County 
Contract Costa County Nevada County San Diego County 
Fresno County Orange County San Francisco City & County 
Los Angeles County Sacramento County San Mateo County 
Santa Clara County   

 
In addition to the thirteen counties who were “participants” during the 3 webinars, all counties were 
invited to listen to the webinars.  For each of the 3 webinars, there were more than 100 counties 
listening to the webinars and participating by asking questions through a “chat box”.  Throughout the 
webinar, if a listening county asked a question which applied to the whole group, a moderator would 
ask the question so that the participating counties could provide their answers. 
 

 
During the webinars, we asked counties how they currently collect data. Do they have an Integrated 
Data System for early care and education?  If they do, what systems are used and if they do not, how 
is the data collected, the frequency of the collection, the sources of the data collection, and what 
additional tools, responsibilities, and processes do they need to enable them to collect data?  What 
was learned during the 3 webinars is that all counties collect data about early childhood services, but 
most counties—large and small, urban and rural, rich and poor—lack the ability to coordinate these 
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data across programs and systems.  As stated already, programs are siloed on a local level; however, 
children and families frequently enroll in multiple services managed by child care, education, human 
services, health, public assistance, child welfare, and others. We learned that agencies and programs 
collect and define demographic data and success metrics differently, making it a daunting challenge 
to connect the same child or family information across systems. The counties lacked the technical, 
financial, and clear policies and procedures for facilitating cross-agency data.  Consequently, 
policymakers, providers, stakeholders and other decision makers cannot gain a complete picture of 
who receives specific services or whether those services promote school readiness or positive health 
outcomes over time. 
 
1. PURPOSE AND VISION FOR A STATE EARLY CHILDHOOD POLICY AND PROGRAM: LONG-TERM 

EARLY CHILDHOOD POLICY AND PROGRAM GOALS AT LOCAL LEVEL AND GUIDANCE AND 
DIRECTION FOR DATA GOVERNANCE TO ADDRESS DATA GOVERNANCE, SECURE DATA 
TRANSFERS, AND MEMORANDUMS OF UNDERSTANDING 

 
At this time, with only a few exceptions, the counties collect early child care and learning data that is 
required by either state or federal funding requirements.  The majority of the counties collect data 
using excel or other manual methods.  There is very little cross-program and cross-system collection 
of data. Instead, the great majority of the counties are looking toward the State’s Early Childhood 
Integrated Data System to provide the guidance on how to collect data from different programs and 
systems, how to safely transmit the data between programs and systems, how to identify and match 
children and families across programs and systems, how to analyze the data, and how to legally share 
the data and maintain the confidentiality requirements.  The counties/localities are looking to the 
State to provide clear direction on how to share data across programs and systems and meet the 
legal requirements for confidentiality and privacy of the data. 
 
Additionally, the counties were clear that they strongly encourage the State to create an Early 
Childhood Integrated Data System to foster social innovation through quickening the knowledge-to-
practice- development cycle.  They want the State’s system to link data across multiple agencies to 
monitor and track how services are being used and to what effect. The State’s Early Childhood 
Integrated Data System must provide a complete account of how different policies and programs 
affect the individuals they are intended to serve, which provides decision-makers and programs with 
actionable intelligence necessary to better address the interconnected needs of the children and 
families more efficiently and effectively. 
 
The consensus of the counties/localities was that the State should use a federated model to design 
the Early Childhood Integrated Data System (similar to the North Carolina Integrated Data System 
that was highlighted in the State’s webinar series regarding Integrated Data Systems facilitated by 
Missy Coffey) so that the State’s system will eventually provide counties with the ability to 
accomplish the following goals: 
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• Research: To better understand the efficacy of the interventions; researchers can compare 
data across various agencies and ask probing questions about issues that have stymied public 
agencies’ past efforts to improve policies. 

• Policy: To allow government agencies to integrate various databases and bridge the gaps that 
have traditionally formed among them and between government agencies and community 
providers to be able to see the “whole person” when allocating resources or determining 
whether programs are being successful 

• Service coordination:  To use cross-agency data to identify care gaps and overlaps, coordinate 
the planning and delivery of services with peer agencies to minimize the care gaps and 
overlaps, and to sequence the delivery of services to maximize positive outcomes. 

 
The counties/localities made very clear that they want the State’s Early Childhood Integrated Data 
System to collect data to make policy and funding decisions but just as important, the 
counties/localities want the State Early Childhood Integrated Data System to have the ability to 
provide information back to the county/locality as to the services that they provide and the individual 
children and families that they serve.  Therefore, the counties/localities want to provide identifiable 
data to the State; the State can then use the data for policy and research purposes (de-identified 
data) as well as individual delivery of services (identified data). 
 
To highlight some of the “best practices” of local data sharing that resulted from the 3 local Early 
Childhood Integrated Data Systems webinars, Fresno County has a Cradle to Career project where 
they are building an Integrated Data System, connecting data longitudinally and across systems. The 
project brings together leaders, directors, managers, service providers and staff from ten sectors to 
collaboratively improve educational and health outcomes for all children in the County. The county is 
collecting and maintaining detailed, high quality, child/client and staff level data in a common 
repository in which data across systems and time can be matched, providing a more complete story 
about each child.  The data can also be made accessible through reporting and analysis tools. The 
repository is described by the county as the data steward and “data stewardship is concerned with 
taking care of data assets that do not belong to the stewards themselves”; “data stewardship is 
concerned with ensuring that data assets are utilized responsibly and effectively to support and 
improve the wellbeing of children and adults in our community.” 2 
 
The ten sectors participating in the Fresno County Cradle to Career project include early learning, K-
12 education, higher education, housing, health, justice, local government public agencies, business, 
community benefit organizations and philanthropy.  Fresno County is using Blockchain technology to 
connect the systems and the data sharing is used to improve “whole person” coordination of 
services. 
 
One of the first data collaborations (funded by a College Futures Foundation grant) seeks to increase 
the rate of bachelor’s degree completion among California student populations who are low-income 
and have had historically low college success rates. To achieve this goal, University of California 
Merced, California State University Fresno, State Center Community College District and Fresno 

                                                           
2 Cradle to Career Fresno County. (August 8, 2019). Building an Integrated Data System (IDS). 
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Unified School District have entered data sharing agreements and adopted a student-centered 
strategy in an attempt to remove barriers to college success: 
 

1. Successful transitions:  Institutions ensure student readiness and effective transitions from 
secondary school to college, and from community college to four-year colleges and universities; 

2. Aligned institutions:  inter-segmental partnership aligns leaders, resources and decision- 
making among school districts, colleges, and their partners to advance student progress toward 
bachelor’s degrees; and 

3. Improved Policy and Practice: policymakers are practitioners address gaps between policies 
and practices at all levels affecting student success. 

 
Examples of data elements that will be collected from Fresno Unified School District (Attachment 
1.a.), California State University Fresno (Attachment 1.b.), and State Center Community College 
District (Attachment 1.c.) are attached. 
 
Another local example of “best practices” is the data sharing work in San Mateo County through “The 
Big Lift” collaboration. A partnership between the San Mateo County of Education, the County of San 
Mateo, and the Silicon Valley Community Foundation, the project includes over 300 community 
organizations committed to improving reading proficiency among the children of San Mateo County. 
The collaborative decided on four programmatic “pillars” to improve third-grade reading proficiency, 
targeting 11 school districts with third-grade levels below the county average. These “pillars” are: 
 
1. High-quality preschool: A comprehensive school-readiness strategy focused on high-quality 

preschool for three- and four-year old children; 
2. Summer learning:  Inspiring summer leaving opportunities for children in kindergarten, first 

grade and second grade to enable these children to maintain their academic and 
developmental gains through high-quality preschool through third grade;  

3. Attendance: Focus on reducing chronic absenteeism from preschool through third grade 
through interventions using evidence-based attendance reminders for families; and 

4. Family engagement: Strengthening family engagement through strategies that promote home 
literacy practices. 

 
Data is collected and acted upon by the collaborative partners and have had already following key 
findings: 
 

• Big Lift preschoolers in the 2017-2018 kindergarten class were more kindergarten-ready than 
similar peers who did not attend preschool and less kindergarten-ready than children who 
attended other preschool programs. 

• Children in the 2017-2018 kindergarten class who attended two years of Big Lift were more 
kindergarten-ready than children who attended only one year of Big Lift preschool. 

• Big Lift preschoolers in 2016-2017 kindergarten class had higher reading scores at the end of 
kindergarten and start of first grade than children who did not go to preschool and had 
reading scores that were on par with children who went to other preschool programs 
(accounting for demographic characteristics). 
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• Children who attended the Big Lift Inspiring Summers program in the summer after 
kindergarten had reading levels at the start of first grade similar to children who went to 
other summer programs and children who did not attend any summer programs (accounting 
for demographic characteristics). 

 
The last local “best practices” example is the Santa Clara County Office of Education Early Childcare 
and Education Partnership.  In partnership with K-12 education, early childcare and learning 
organizations (such as Kidango), the County of Santa Clara, First Five, Healthier Kids Foundation, Head 
Start and other community groups, the Santa Clara County Office of Education is using its established 
data warehouse, DataZone, as the data steward for the data sharing initiative.  DataZone was 
created to close achievement gaps and to prompt continuous improvement. It receives data and then 
provides information, both on a “big picture” basis as well as on a granularity basis to enable 
actionable intelligence at every level. By providing affordable data warehousing and analytic tools, 
DataZone streamlines collaborative efforts through the use of share governance, a shared data 
model, standard data definitions, and centralized data storage. By using DataZone as its data sharing 
tool, agencies and school districts are able to coordinate support services, maximize the use of key 
organizational performance data, create policy alignments, and guide decisions around funding 
priorities. 
 
DataZone provides more than 100 visually appealing dashboards to permit teachers, staff, 
administrators and directors to perform both high-level overviews and analyze individual children 
data. All standardized and local assessment data is in one location with intuitive reporting tools that 
make it easy to compare, analyze, and present in a variety of formats. Participating entities can 
create custom cohorts and monitor outcomes over time and DataZone has the power of predictive 
analytics to help ensure the success of the most vulnerable children and students.  All data is secure, 
confidential, and private there are a team of experts to help guide the user to maximize the use of 
data and real-time information. 
 
The Santa Clara County Office of Education Early Childcare and Education group has been meeting for 
more than six months and has developed a draft Memorandum of Understanding, which could be 
used by the State’s Early Childhood Integrated Data System and then shared with all the counties and 
localities as an example of how to share data and meet the confidentiality and privacy requirements 
of federal and state law.  A copy of this Memorandum of Understanding is attached as Attachment 
2.a. The group also developed two forms of Consent to Share Data. These consents are attached as 
Attachment 2.b. and Attachment 2.c. respectively. 
 
2. MINIMAL AND OPTIMAL DATA FIELDS THAT KEY INFORMANTS INTEGRATE TO IMPROVE 

SERVICES AT THE LOCAL LEVEL 
 
The Local Early Childhood Integrated Data System work group all agreed on some of the minimal data 
elements, including data sharing between early child care and learning and the k-12 public schools, 
including child demographics, family demographics, attendance, results from milestone assessments 
(e.g. Ages and Stages Questionnaire), results from Desired Results Developmental Profile (DRDP), 
program quality results, program licensing results, health data for children, English language learners, 
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reading and math proficiencies, and special education information. Optimal data fields include 
information from CalFresh, CalWorks, child welfare and the foster care system, homelessness, and 
other public systems. The work group was clear that the data must be identifiable so that the State’s 
Early Childhood Integrated Data System can then share back information to the counties/localities in 
both aggregate and individual formats. 
 
An example of both minimal and optimal data sets is presented by the Santa Clara County Office of 
Education Early Childcare and Education group.  Over a two-month period, the group reached a 
consensus of what data elements will be collected and shared initially and the optimal data sets. 
Please see such lists which are attached as Attachment 3. 
 
3. SUGGESTIONS FOR A CALIFORNIA EARLY CHILDHOOD INTEGRATED DATA SYSTEM LEGAL 

FRAMEWORK FOR A GOVERNING BODY 
 
There are two types of governance: there is the governance of the enterprise (in this situation, the 
State’s Early Childhood Integrated Data System) and the governance of the data.  Each governance 
entity has its own processes and each is important to the success of the data sharing development. 
 
An effective governance process ensures input from the necessary stakeholders and “confers 
legitimacy” upon project decisions and outcomes3. Regardless of the entities that will be sharing 
data, establishing a governance process is a critical, first step in a project’s development. 
 
The need for governance early in a project is particularly important in public sector projects that span 
multiple agencies and require buy-in from leaders who are accustomed in making decisions 
autonomously or without the consent of other agency or system leaders. The six attributes of 
successful governance are: 
 

1. Identify and assemble strong executive leadership 
2. Create a shared vision 
3. Formalize governance structure 
4. Establish clear decision-making process 
5. Evaluate governance system and adapt as necessary  
6. Maintain transparent communications.4 

 
Strong executive leadership requires the vision and capacity to lead across agencies. According to 
governance experts, the success or failure often depends on whether the executive leaders master 
“the challenges of governing by network: aligning goals, providing oversight, averting 
communications meltdown, coordinating multiple partners, managing the tension between 
competition and collaboration, and overcoming data deficits and capacity shortages”5. The Executive 
leadership sets the tone and champions the initiative and, if the leader is strong and effective, the 

                                                           
3 Herman, Scali, Kropf, Managing Healthcare IS 
4 The Illinois Framework for Healthcare and Human Services. (November 2013). A Handbook for States: 
Establishing Governance for Health and Human Services Interoperability Initiatives. 
5 Goldsmith, Stephen and Eggers, William D. (Washington, DC: Brookings Institution Press, 2004). Governing by 
Network: The New Shape of the Public Sector. 
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leader can guarantee a project’s success.  The input from the Local Early Childhood Integrated Data 
System work group is that the counties and local systems must have a seat on the leadership entity 
and its vote and voice must be as important and valued as much as any other entity’s vote and voice. 
 
In creating a shared vision, what matters is that there is a clearly articulated vision that is 
measurable, far-reaching, aspirational, achievable, client-focused, and that crosses traditional 
program areas and on which there is agreement by all those involved in its implementation6. Visions 
vary across the jurisdictions, and depend greatly on the systems and agencies involved.  However, 
some common elements of a clear vision include a carefully-defined scope (knowing what is and 
what is not part of the project); a client-centered approach; important non-client-related 
components (need for greater efficiencies); a commitment to cross-system collaboration and 
cooperation; establishment of common goals and shared understanding of issues; and development 
and full-buy-in by the governing body. 
 
When jurisdictions observe the need for governance, they create decision-making bodies, generally 
called an Executive Steering Committee, Project Oversight Committee, Boards of Directors, or 
something similar. Such bodies take on the important decision-making that is the real heart of 
governance. Leadership from involved systems and agencies, subject matter experts, and political 
appointees comprise these committees. The primary role of such a committee is to set priorities and 
make decisions necessary for forward movement of the project. This committee is tasked with 
mission-critical responsibilities rather than symbolic roles.  Again, the Local Early Childhood 
Integrated Data System work group wants to be represented on such a leadership group. 
 
In establishing a clear decision-making process, there are important factors to ensure are in place: 
 

• The “right people” sit at the table, representing the involved systems, agencies or programs; 
• There is a clear and well-articulated process to determine priorities and decide between 

various options (e.g. consensus vs. majority; permitting designees; one voice-one vote); 
• Promoting a full buy-in and compliance by articulating decision-making rules and sharing 

them with constituents (clients, communities, staff); 
• Each member’s voice carries the same weight regardless of budget, number of stakeholders, 

or other factors;  
• Senior leadership of the jurisdiction vests in the governing body the clear authority to make 

decisions of consequence; and  
• Meetings are productive, governance members have full information, and participants reach 

informed decisions in a timely manner.7 
 
There is no perfect, permanent governance system.  Instead, there must be built-in reviews and 
Systems must change and adapt as necessary. Literature shows that the governance structure must 
adapt as appropriate to maintain relevance, interest, and long-term sustainability. An effective 

                                                           
6 The Illinois Framework for Healthcare and Human Services at 18. 
7 The Illinois Framework for Healthcare and Human Services at 31. 
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governing body knows when to “stay the course” and when to change to adapt to new priorities and 
focuses. 
 
Although maintaining transparent communication is the last of the criteria, it is as important as any 
of the other.  From the start, the State Early Childhood Integrated Data System must create and 
maintain governance communications plans that result in transparency and, ultimately, greater 
understanding and acceptance. Communications plans must address both internal and external 
partners, stakeholders, and leaders. 
 
Attached to this report are examples of executive governance documents that were created to meet 
these six requirements and are active documents in data sharing projects in their jurisdictions. (See 
Attachments 4.a. and 4.b.). 
 
As for best practices in data governance and management for early child care and education, 
intentional and rigorous data management practices are essential to support Early Childhood 
Integrated Data Systems in its planning, operations, service delivery, monitoring and evaluation. 
Implementing strong data governance and management practices will ensure the quality of data and 
therefore the integrity of the Integrated Data System itself.  Incomplete, inaccurate, or unreliable 
data can threaten the credibility of the system and have negative consequences for the Early 
Childhood programs throughout the state. 
 
From the discussions with the Local Early Childhood Integrated Data System work group webinars, 
one thing that we learned is that there needs to be a great deal of work to improve the quality of the 
data. There are many reasons for the state of the current quality of data: 
 

• The use of data from databases governed and administered by multiple agencies and 
organizations; 

• Lack of a governance framework for early child care and education data systems and 
management; 

• Databases have been designed for different purposes and as a result, data coverage and 
availability are limited, and linking data presents challenges; and 

• Data practices often do not support the production of high quality data. 
 
As the California Department of Education takes steps to build an Early Childhood Integrated Data 
System, creating a clear and effective data governance structure is an essential component of 
system- building.  Best practices recommend that states:8 
 

• Identify a data governance body; 

                                                           
8 Weber, R. & Iruka, I. (2014). Best Practices in Data Governance and Management for Early Care and Education: 
Supporting Effective Quality Rating and Improvement Systems. OPRE Research Brief #2014-35. Washington, DC: 
Office of Planning, Research and Evaluation, Administration for Children and Families, U.S. Department of Health 
and Human Services. 
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• Develop data-sharing agreements across all programs that provide early care and education 
data; 

• Develop documentation for databases in the early care and education data system; 
• Have a policy regarding database updates; 
• Develop common data standards; 
• Determine unique identifiers for children, workforce, and facilities; 
• Train and cultivate data management staff; 
• Ensure that a paperless search is also a valid and accurate system; and 
• Establish consistent security and back-up polices. 

 

Using these criteria, studies have shown that two types of early childhood development Integrated 
Data Systems have scored the highest and most efficient. The generally-accepted first choice is the 
comprehensive, integrated data system. The data elements that are needed are addressed in a single 
integrated data model Data silos are eliminated which also eliminates redundant data entry and 
workflow. Data are represented according to standards, so quality is high.  Data are available for all 
needs at the time it is entered.  The governance includes stakeholders from all participating systems 
and agencies.  It is also generally accepted that unless it already exists, it is also the most costly to 
build. 
 
The second choice for an integrated data system type is the federated, shared data system.  In this 
model, necessary data elements are extracted from databases, mapped to standards, linked to 
master identifiers and stored in a shared repository.  Individual databases remain in place, but shared 
data is used for cross-system and agency needs after processing daily or according to a regular 
schedule. Cross- system and agency governance is necessary for shared data, but individual 
databases may retain their own governance process. 
 
These choices reflect the webinars presented by the California Department of Education within the 
last few months on Early Childhood Integrated Data Systems in other states throughout the country. 
These webinars were facilitated by Missy Coffey and included presentations from states that are 
operating or building Early Childhood Integrated Data Systems and using one of these two models of 
data sharing. 
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Attachment 1.a. 
Fresno Unified School District Data Elements 

 
Category Elements 

 
Assessment 

CAASPP Scored 
ELPAC Scores 

 
Attendance 

Average Daily Attendance 
Rate 
Section Attendance Rate 
Tardy Count 

 
Demographics 

Name (First, Middle, Last) 
Date of Birth 
Gender 
Ethnicity 
Race 
Fresno Unified Student ID 
CA Student ID 

 
Enrollment 

School Name 
School Type 
Enrollment Date 
Exit Date 

 
Schedule 

School Name 
Course Name 
Bell Schedule Period 
Enrollment Date 
Exit Date 

 
Senior Survey 

Date of Survey 
Intention/Interest 1 
Intention/Interest 2 
Intention/Interest 3 

 
Special Indicator 

English Language Learner 
Status 
Low Income Status 
Specialized Education Services 
Homeless Status 
Foster Youth Status 

 
Program Membership 

Academic Club(s) Status 
Extracurricular Club(s) Status 
 
 
 
 
 

Assessment

AttendanceAttendance

DemographicsDemographicsDemographicsDemographicsDemographics

EnrollmentEnrollmentEnrollment

ScheduleScheduleScheduleSchedule

Senior SurveySenior SurveySenior Survey

Program Membership

Special IndicatorSpecial IndicatorSpecial IndicatorSpecial Indicator

Demographics
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Fresno Unified School District Data Elements (continued) 

 
Category Elements 

 
Transcript 

School Name 
Course Name 
School Year 
Grading Period/Term 
A-G Flag 
Letter Grade Earned 
Credits Attempted 
Credits Earned 
Cumulative GPA 
Grading Period/Term GPA 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TranscriptTranscriptTranscriptTranscriptTranscriptTranscriptTranscriptTranscriptTranscript



EARLY LEARNING DATA GOVERNANCE  
 

15 
 

Attachment 1.b. 
California State University Fresno Data Elements 

Category Elements 
 

Demographics 
Name (First, Middle, Last) 
Date of Birth 
Gender 
Ethnicity 
First-Generation Status 
Fresno State ID 

 
Application / Matriculation 

Application Term 
EOP Status 
EPT Status/Category 
ELM Status/Category 
Application Status 
Application Reason 
Application Fee Status 
Admission Status 
Residency Docs Needed 
Orientation Status 
Orientation Payment Status 
Early Start English Status 
Early Start Math Status 
Last School Attended 
Parent/Guard 1 Education 
Parent/Guard 2 Education 
College Prep Social Science 
College Prep English 
College Prep Math 
College Prep Life Science 
College Prep Physical Science 
College Prep Lab 
College Prep Foreign Language 
College Prep Art 
College Prep Elective 
Units Taken Progress 
SAT_VERB 
SAT_MATH 
SAT_ERWS 
SAT_MSS 
SAT_COMP 

DemographicsDemographicsDemographicsDemographicsDemographics

Application / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / MatriculationApplication / Matriculation
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California State University Fresno Data Elements (continued) 
 

Category Elements 
 

 
ACT_ENG 
ACT_MATH 
ACT_COMP 

 
Enrollment 

Term(s) Enrolled 
Current GPA 
Cumulative GPA 
Total Cumulative Units 
Term Units Taken 
Academic Standing 
Enrollment Status 
Student Level 
Academic Plan/Major 
Student’s Major Department 
Student’s Major College 
Degree Earned/Term Degree 
Earned 

 
Course Grades 

Term(s) Enrolled 
Class Number 
Class Subject and Catalog 
Number 
Grade 
Remediation Course 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Course GradesCourse GradesCourse GradesCourse Grades

EnrollmentEnrollmentEnrollmentEnrollmentEnrollmentEnrollmentEnrollmentEnrollmentEnrollment

Application / MatriculationApplication / MatriculationApplication / Matriculation

EnrollmentEnrollment
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Attachment 1.c. 
State Center Community College District Data Elements 

Category Data Element/Description MIS 
 

Student Match 
(unduplicated) 

SCCCD_ID SB00 
CCC_ID SB34 
Student_Email  
FIRST_NAME_1 SB31 
MIDDLE_NAME  
LAST_NAME SB32 
BIRTH_DATE_1 SB03 

 
Demographics 
(unduplicated) 

Gender SB04 
HighSchool_1 SB12 
HS_GPA  
Last School Attended (College) SB13 
Academic Standing SB22 
Student Ethnicity SB05 
Expanded Ethnicity SB38 
Student-IPEDS-Ethnicity STD10 
Transgender SB36 
Sexual Orientation SB37 
Veteran Status SG01 
Student-Aid-Vet-Ed-Ben_Status  
Foster Youth SG03 
Age STD1 
Education Status SB11 
Parent/Guardian Education SB33 
Student Aid Dependency Status SF05 
Income AGI – Parent SF08 
Income AGI – Parent SF09 

 
Enrollment 
(duplicated) 

Application Site  
Student Educational Goal, initial SB14 
Student Educational Goal, updated SS01 
Enrollment Status (full/part-time) SB15 
Term GI03 
Course Location  
Course Title CB02 
Course Top Code CB03 
Course Section XB00 
Course Classification CB11 

Student Match 
(unduplicated) 
Student Match 
(unduplicated) 
Student Match 
(unduplicated) 
Student Match 
(unduplicated) 
Student Match 
(unduplicated) 
Student Match 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

 
Demographics 
(unduplicated) 

Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
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State Center Community College District Data Elements (continued) 
 

Category Data Element/Description MIS 
 

Enrollment 
(duplicated) 

Course General Education Status CB25 
Support Course (CoReq)  Y/N CB26 
Course Grades SX04 
Student Cumulative Units Completed, local SB16 
Student Cumulative Units Completed, transfer SB17 
Student Cumulative Units Attempted, local SB18 
Student Cumulative Units Attempted, transfer SB19 
Student Total GPA, local SB20 
Student Total GPA, transfer SB21 
Term Units derived 
Term GPA derived 
Cumulative GPA, local STD8 
Cumulative GPA, total STD9 
Retention derived 
Dual Enrollment Student Dual  
Enrollment Course Concurrent  
Enrolled Student Concurrent  
Enrollment Course  

 
Majors 

(duplicated) 

Major Declared Y/N derived 
Major_Code SM02 
Major_Title/Description SM02 
Major Add Date  

 
Graduates/Degrees 

(unduplicated) 

College Code GI01 
College Name  
Student Program TOP Code SP01 
Academic Program Title  
Degree Type SP02 
Degree Date SP03 
Graduation Term  

 
Matriculation 

Student Matriculation Goals SM01 
SSN_Submitted  
CVP/BOG Waiver SF21 
Submitted Affidavit (AB 540?)  
Email_Activated  
Registration_Date  
Fall_Reg_Date  

  

Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 
Enrollment 
(duplicated) 

Majors 
(duplicated) 

Majors 
(duplicated) 

Majors 
(duplicated) 

Graduates/Degrees
(unduplicated) 

Graduates/Degrees
(unduplicated) 

Graduates/Degrees
(unduplicated) 

Graduates/Degrees
(unduplicated) 

Graduates/Degrees
(unduplicated) 

Graduates/Degrees
(unduplicated) 

Matriculation Matriculation Matriculation Matriculation Matriculation Matriculation 
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State Center Community College District Data Elements (continued) 
 

Category Data Element/Description MIS 
 

Matriculation 
Fall_Cart_Units derived 
FCC_Fall_Units derived 
RC_Fall_Units derived 
WI_Fall_Units derived 
BSTEM_Placement  
SLAM_Placement  
ENGL_Placement  
Counseling/Advising recommended SM06 
Counselor/Advising received SM12 
SEP Exempt Status SS05/SS15 
SEP Type SS09/SS19 
Academic Follow-up services SM13 
Fully_Matriculated  
Assessment Purpose SA04 
Assessment Exempt Status SM05 
Assessment Services – Placement SM08 
Assessment Services – Other SM09 
ELA Placement Exam Exemption Criteria  
ELA Placement (Accuplacer)  
Math Placement  
Orientation Exempt Status SM04 
Completed_Orientation SM07 also 
 SS06/SS13 
Enrollment in mentoring/1stgen./support programs  
Math course taken at IHE derived 
Level of first Math course taken at IHE derived 
English/Writing course taken at IHE derived 
Level of first English/Writing course taken at IHE derived 
Math course grade derived 
English/Writing course grade derived 
Design Science Student grades derived 

 
 
 
 
 
 
 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 

 
Matriculation 
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Attachment 2.a. 
ENTERPRISE MEMORANDUM OF UNDERSTANDING 

FOR 
INTERAGENCY INFORMATION SHARING 

AMONG 
THE SANTA CLARA COUNTY OFFICE OF EDUCATION, 

____________________(LEA), 
AND 

_______________________________(AGENCY) 
 

This Enterprise Memorandum of Understanding for Interagency Information Sharing (“E-MOU”) is 
entered into on this ______ day of ______, 2019 by and between the Santa Clara County Office of 
Education (“SCCOE”), the _________________________ (“LEA”), and 
_______________________________ (“AGENCY”).  SCCOE, LEA, and Agency are each referred to in this 
E-MOU as a “Party” and collectively as the “Parties”. 
 
WHEREAS, it is a fact that many different public entities work with the same children and families, 
providing services in an isolated fashion or in a “silo,” and without coordinating how they are working 
with the same clients, and it is now widely recognized that this is an efficient and ineffectual method of 
working with children and families, and that this operational system contributes to poor outcomes for 
clients; 
 
WHEREAS, the California Legislature has recognized the need for public entities to work together to 
serve children and youth in an organized and real-time manner; 
 
WHEREAS, in order to effectively serve children and their families from birth through matriculation into 
the K-12 school system, it is beneficial for public entities to collaborate with each other and create 
shared systems to facilitate the sharing of data in a safe and secure manner; 
 
WHEREAS, SCCOE, LEA, and AGENCY enter into this E-MOU to facilitate the mutual sharing of data 
between early childhood and K-12 educational agencies, and to establish responsibilities between the 
Parties with respect to the sharing of data through the SCCOE’s centralized data warehouse 
environment, the DataZone, for purposes of improving services and implementing policies to enhance 
early childhood care and improving educational outcomes from children and youth within the County of 
Santa Clara; 
 
WHEREAS, the Parties wish to protect the privacy of student data, including pupil records, and to 
comply with any applicable privacy statutes, including the Family Educational Rights and Privacy Act (20 
U.S.C. § 1232g; 34 C.F.R. Part 99, as amended; “FERPA”); California Education Code § 49073.1, the 
Student Online Personal Information Protection Act (California Business and Professions Code § 22584; 
“SOPIPA”); California Civil Code § 1798.29; and California Government Code § 6250 et seq,; and 
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WHEREAS, the purpose of this MOU is to set forth the rights and responsibilities of the Parties with 
respect to data processed and shared between the Parties through DataZone pursuant to the 
procedures set forth in this MOU. 
 
NOW THEREFORE, in consideration of the terms and conditions hereof, including the recitals, the Parties 
agree as follows: 
 
1. PURPOSE.  The purpose of this E-MOU is to enable the Parties to share confidential information, 
including but not limited to, student records, early childhood education information, demographic 
information, information directly related to a student that is maintained by LEA or AGENCY, and any 
information acquired directly from a student through use of instructional software or applications 
assigned to the student by a teacher or other LEA or AGENCY employee (collectively, the “Data”) 
obtained by each Party through administration of its official duties by using the DataZone.  DataZone is a 
centralized data warehouse that is managed by SCCOE and designed to help school districts and early 
childhood education entities connect, integrate, and analyze data from a variety of source systems 
including the student information system (“SIS”), state testing files, and intervention programs, and is 
integral to improving decision-making and targeting resources for highest impact.  The sharing of Data 
through DataZone shall allow the Parties to make data-driven decisions to continuously improve the 
quality of education for students within Santa Clara County from early childhood through matriculation 
into the K-12 public education system. 
 
By entering into this E-MOU, the Parties agree to collaborate with each other to create a community 
that learns through modeling the use of best practices for data-based planning and evaluation.  In order 
to support the well-being of infants, toddlers, young children and children through the use of Data, the 
Parties are committed to using Data appropriately while maintaining the security, privacy, and 
confidentiality of the Data. 
 
2. TERM.  This E-MOU may be periodically updated to incorporate changes if required and only 
upon mutual agreement of the Parties, subject to the provisions of Section 18 (Modification of 
Agreement).  The Parties understand that this E-MOU is part of an effort to standardize data sharing 
between early childhood services and education and the public education system, and as such, every 
effort will be made to maintain a common agreement across all Parties.  Notwithstanding the foregoing, 
this E-MOU shall terminate effective June 30, 2023. 
 
3. ROLE OF SCCOE.  SCCOE will be the Custodian of the shared Data and shall be responsible for 
entering and processing Data through DataZone in compliance with the terms and conditions of this E-
MOU. 
 
4. RESPONSIBILITIES OF SCCOE.  SCCOE will provide any services it delivers in a timely and 
professional manner. 
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 4.1  SCCOE will assist with the automation of any processes required for the sharing of Data 
between the Parties to the extent possible. 

 
 4.2  SCCOE will ensure any systems it develops with such Data to serve the needs of the LEA 

or AGENCY or other Party will have appropriate levels of security as further detailed in Section 13 
(Data Security) of this MOU. 

 
 4.3  SCCOE will ensure Data available through DataZone can only be viewed or accessed by 

Parties legally allowed to do so. 
 
 4.4  SCCOE shall not use any Data received from the Parties for any purpose other than 

those required specifically permitted by the E-MOU. 
 
5.  SHARING OF SYSTEM LINKAGES AND DATA EXTRACTS.  Each party shall provide system linkages 
or necessary personally identifiable Data extracts from that Party’s data system in order for the SCCOE 
to provide services via DataZone on an agreed upon or pre-defined schedule between the Parties.  Any 
such schedule agreed upon in writing (including email) between the Parties shall be deemed 
incorporated herein and made a part hereof upon such mutual agreement. 
 
 5.1  Data extracts will be provided electronically by any Party to the SCCOE. 
 
 5.2  Upon receipt of a Data extract from a Party, SCCOE will be responsible for integrating 

the Data into DataZone as needed to perform the required tasks for SCCOE and the other Parties. 
 
 5.3  The Data provided by the Parties to SCCOE shall include Data relevant to the purpose of 

this E-MOU or specific system requirements, including the Data listed in the Data Elements List, 
which is attached hereto as Exhibit A and incorporated herein by this reference. 

 
 5.4  Unless expressly agreed to in writing between the Parties with respect to any class or 

classes of Data, the terms and conditions of this E-MOU govern all instances of Data sharing among 
the Parties during the Term of this E-MOU.  If LEA or AGENCY requests any specific fee-based 
services from SCCOE, such services will be defined in a schedule to be incorporated herein as 
additional exhibits to this E-MOU, which will govern the terms of any specific services to be provided 
by SCCOE. 

 
6.  THIRD PARTIES.  The Parties may have periodic needs to share Data of students and children, as 
legally allowed and/or required, with third parties, which may include but are not limited to public 
agencies that the Parties are required to share Data with, public agencies that the Parties desire to 
collaborate with, any third-party vendor of either Party, to a public agency or court as required by 
lawfully issued order to subpoena, or with agencies needing access to such Data to provide services to 
children or students within the K-12 education system (“Requesting Agency”).  SCCOE, LEA, and AGENCY 
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understand that sharing Data for use in such systems can streamline the process of providing services to 
students. 
 
 6.1  When permitted by the Requesting Agency, SCCOE shall provide LEA or AGENCY with 

notice of the request and the types of information requested. 
 
 6.2  SCCOE agrees that no Data will be made accessible to any Requesting Agency for any 

purpose other than those limited to the Data required and only under conditions allowed by law.  
Education Code §§ 49076 and 49076.5, as amended, and 20 U.S.C. § 1232g and 34 C.F.R. § 99.31, as 
amended provide specific conditions under which Data may be accessed by or shared with public 
agencies and other third parties. 

 
 6.3  SCCOE may have periodic needs to share Data, as legally allowed, with university 

researchers for academic purposes to allow university researchers to collaborate with LEA, AGENCY, 
and SCCOE or to perform relevant research studies.  SCCOE shall notify LEA and AGENCY in writing of 
any Data sharing pursuant to this Section, including providing descriptions of the following 
information and documentation: (1) The identity of the researchers/organizations to whom the Data 
will be transmitted; (2) When requested, copies of contracts which shall include provisions binding 
the researcher/organization to the terms of this E-MOU; (3) A description of the types of Data to be 
transmitted; and (4) A description of the manner in which the Data shall be de-identified or 
aggregated. 

 
7.  LEGAL AUTHORITY.  Data sharing under this E-MOU will, from time to time, include SCCOE 
collecting and maintaining educational records that contain personally identifiable information of 
students or staff of LEA or AGENCY.  SCCOE is bound by the same regulations and laws for access and 
management of this Data and will conform to all legal requirements.  The Parties agree that disclosure of 
information under this E-MOU complies with the requirements of Education Code §§ 49076, 49076.5, 
FERPA, Health Insurance Portability Act (“HIPAA”), the Student Online Privacy Protection Act (“SOPIPA”) 
and other state and federal laws and regulations governing the privacy of educational records. 
 
 7.1  The Parties understand that certain federal and state programs and laws, including the 

free and reduced lunch program and laws governing the provision of special education services, 
have additional legal requirements for data security, and all Parties agree to maintain full 
compliance with such requirements.  Without limitation to the foregoing, the Parties additionally 
agree that aggregated (non-individually identifiable) and non-aggregated (personally identifiable 
information) Data may be reported upon or shared as allowable by law. 

 
 7.2  The Parties shall ensure joint coordination and cooperation with one another to ensure 

compliance with FERPA.  The foregoing notwithstanding, the Parties agree that LEA and AGENCY 
shall be responsible for providing notices to parents required under FERPA, obtaining necessary 
parental consent required under FERPA, and for providing parent(s), guardian(s) or student(s) with 
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an opportunity to inspect and challenge the contents of Data shared with SCCOE pursuant to this E-
MOU. 

 
8.  OWNERSHIP OF DATA.  The Parties agree that the LEA and AGENCY shall continue to maintain 
ownership of and control over their individual source Data.  SCCOE agrees that it will not alter LEA’s and 
AGENCY’s source Data, and is not responsible for any errors therein.  LEA and AGENCY understand that 
although SCCOE may notify them of issues it discovers with the source data, the LEA and AGENCY are 
responsible for any corrections required of their own Data.  LEA and AGENCY acknowledge that accurate 
reports rely upon accurate source Data being maintained by LEA and AGENCY.  Each Party owns or 
controls its data systems and the work product generated by such systems. 
 
 8.1  SCCOE agrees to notify LEA and AGENCY and obtain explicit permission for sharing of 

any Data requested which falls outside the terms of this E-MOU, unless such Data is otherwise 
regularly publicly shared and available. 

 
9.  ADMINISTRATION OF DATA SYSTEMS.  If the LEA and AGENCY desire to contract with SCCOE for 
certain administrative services with respect to the LEA’s and AGENCY’s data systems, which may include 
collection, extraction, or backup of Data on behalf of the LEA and AGENCY, respectively, a list of agreed 
upon administrative services will be defined in a schedule to be incorporated herein as additional 
Exhibits to this E-MOU, which will govern the terms of any specific services to be provided. 
 
10.  PROHIBITED USE OF DATA.  Except as otherwise permitted by the terms of this E-MOU, no Party 
shall use the Data supplied to it or shared with it in an unauthorized manner.  Specifically, no Party shall 
sell or release Data, no enable or permit third parties to engage in targeted advertising to students or to 
build student profiles unrelated to the purposes contemplated by this MOU. 
 
11.  STUDENT AND PARENT ACCESS TO DATA.  SCCOE shall work with LEA and AGENCY to provide a 
means by which employees, when authorized by LEA or AGENCY, can search and access student Data 
through reasonable procedures for LEA or AGENCY to respond to a parent, legal guardian, or eligible 
student who seeks to review personally identifiable  
 
information in the pupil’s records and to correct erroneous information.  The foregoing notwithstanding, 
SCCOE shall cooperate with LEA and AGENCY to help ensure this record correction will be consistent 
with LEA’s and AGENCY’s respective policies regarding record correction. 
 
12.  THIRD-PARTY VENDORS AND INDEPENDENT CONTRACTORS.  SCCOE may have contracts with 
third party professionals or independent contractors to help SCCOE maintain the SCCOE Data system 
(“SCCOE Contractors”).  SCCOE may distribute student or staff Data to any SCCOE Contractors only as 
necessary to perform SCCOE’s obligations under this E-MOU, and shall prohibit SCCOE Contractors from 
redisclosing to third parties or otherwise using Data sharing under this E-MOU for any purpose other 
than those permitted in this E-MOU.  SCCOE shall ensure that approved SCCOE Contractors adhere to 
this E-MOU.  SCCOE will help ensure that any subcontractor or sub-processor that it engages to process, 
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store or access Data has adequate technical security and organizational measures in place to keep Data 
secure and comply with this E-MOU. 
 
13.  DATA SECURITY.  The Parties agree to maintain appropriate security protocols in the transfer or 
transmission of any Data, including ensuring that Data may only viewed or accessed by parties legally 
allowed to do so. 
 
 13.1 SCCOE maintains and will continue to maintain appropriate network protections and 

other data security measures to protect any Data in its possession. 
 
 13.2 SCCOE shall take actions to ensure the security and confidentiality of Data, including but 

not limited to designating and training responsible individuals on ensuring the security and 
confidentiality of the Data. 

 
 13.3 SCCOE shall maintain all data obtained or generated pursuant to this E-MOU in a secure 

computer environment and not copy, reproduce, or transmit data obtained pursuant to the E-MOU 
except as necessary to fulfill the E-MOU’s purpose for the information-sharing.  SCCOE shall warrant 
that security measures are in place to help protect against loss, misuse, and alteration of the data 
under SCCOE’s control.  When the service is accessed using a web browser, Secure Socket Layer 
(“SSL”) or equivalent technology protects information, using both server authentication and data 
encryption to help ensure that data are safe, secure and available to only authorized users.  SCCOE 
shall host content pursuant to the service in a secure server environment that uses a firewall and 
other advanced technology in an effort to prevent interference or access from outside intruders.  
Where applicable, the service will require unique account identifiers, usernames and passwords that 
must be entered each time a client or user signs on. 

 
14.  DATA BREACH OBLIGATIONS.  In the event that any Party experiences a breach to the security 
of the data system within which Data shared under this E-MOU is stored, that Party agrees to comply 
with the provisions of federal and state law governing data breaches, including California Civil Code 
section 1798.29, and shall take the following steps to notify the other Parties of the data breach: 
 

a. Promptly notify the other Party of the suspected or actual incident; 
 

b. Promptly investigate the incident and provide the Parties with detailed information 
regarding the incident, including the identity of affected users; and 

 
c. Assist each Party in notifying affected users, affected parents, legal guardians of 

commercially reasonable steps to mitigate the effects and to minimize any damage 
resulting from the incident. 

 
15.  SECURITY INCIDENT NOTIFICATION.  The Parties shall report to the SCCOE all known incidents 
that threaten the security of any of the databases in which Data subject to this E-MOU is stored, or 
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other incidents compromising the security of the Party’s information technology systems with the 
potential to cause major disruption to the Party’s normal activities (“Security Incident”).  Such reports 
shall be made to the SCCOE within 24 hours from when the Party discovered or should have discovered 
the occurrence of the Security Incident.  The Parties shall also comply with all applicable laws governing 
data breaches, including as outlined in Section 14 (Data Breach Obligations) herein.  If breach 
requirements established by federal, state and county requirements prevent this report being given, the 
Party shall abide by the federal, state and local requirements and provide notice to the SCCOE’s Silicon 
Valley Regional Data Trust (“SVRDT”) office as soon as possible. 
 
16.  AUTHORIZED USERS.  Only the SCCOE and its authorized users shall have access to Data shared 
pursuant to this E-MOU.  Each Party reserves the right to limit the number of and to specify the actual 
authorized users it determines must have access to the Data to fulfill the Data purposes of this E-MOU. 
 
17.  ADDITION OF PARTICIPATING PARTIES.  By executing the General Offer of E-MOU Terms 
attached hereto as Exhibit B and incorporated herein by this reference, the Parties offer the same terms 
specified in this E-MOU to any other school district or early childhood education entity that desires to 
participate in the Data sharing arrangement contemplated herein (“Subscribing Agency”).  Any 
Subscribing Agency shall become a Party to this Agreement by countersigning Exhibit B and transmitting 
an executed version of the same to SCCOE upon execution.  Upon execution of Exhibit B by a 
Subscribing agency, SCCOE shall be responsible for on-boarding the Subscribing Agency with respect to 
the procedures applicable to Data sharing as contemplated in this E-MOU. 
 
18.  MODIFICATION OF AGREEMENT.  This Agreement may be modified only by a written 
instrument executed by the Parties. 
 
19.  TERMINATION.  Any Party may terminate this E-MOU upon providing ninety (90) days written 
notice to all other Parties. 
 
 19.1 Upon termination or expiration of this E-MOU, SCCOE shall work with LEA and AGENCY 

for the orderly cessation of extracts of student Data. 
 
 19.2 Upon termination or expiration of this E-MOU, SCCOE shall return or delete personally 

identifiable student Data unless SCCOE must retain such Data pursuant to Section 19.3 herein, or 
unless otherwise provided by law or mutual agreement of the Parties. 

 
 19.3 Upon termination of this E-MOU, SCCOE may retain personally identifiable child or 

student Data in the event that that child chooses to establish or maintain an account with the SCCOE 
for the purpose of storing child-generated content, either by retaining possession and control of 
their own child-generated content or by transferring child-generated content to a personal account. 

 
 19.4 SCCOE, LEA and AGENCY understand that SCCOE may have an ongoing need to 

reference the raw Data it acquired during the term of this E-MOU.  In the event that such need 
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arises, SCCOE shall, to the extent possible and subject to the mutual agreement of the LEA or 
AGENCY, only retain anonymized, aggregated Data that it obtained from LEA or AGENCY during the 
term of this MOU.  However, SCCOE certifies that such anonymized, aggregated Data shall be 
purged when the Data has exceeded its useful life and shall not be kept for more than seven (7) 
years unless otherwise legally required. 

 
20.  NOTIFICATION OF CLAIMS.  Each Party shall promptly notify the other Parties to this E-MOU 
upon notification or receipt of any civil or criminal action, demand, cause of action, lawsuit, or 
governmental enforcement action (collectively “actions”) arising out of or related to this E-MOU, 
regardless of whether any other Party is specifically named in the action. 
 
21.  APPLICABLE LAW.  The laws of the State of California govern this Agreement. 
 
22.  INDEMNIFICATION.  Each Party agrees to indemnify the other against actions, claims, damages 
and losses, including attorneys’ fees that may arise out of or in any way result from the Party’s own 
negligent or intentional acts, errors or omissions.  The Parties shall not be held liable for any special, 
consequential, indirect or incidental damages incurred as a result of this E-MOU and the Parties shall be 
held harmless for any claims or lawsuits arising out of the  
 
Attachment 2.a. 
 
release of information pursuant to a request by one of the Parties in conformity with this E-MOU or 
pursuant to law. 
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IN WITNESS WHEREOF, the Parties have executed this Enterprise Memorandum of Understanding for 
Interagency Information Sharing as of the last day noted below. 
 
 
Santa Clara County Office of Education 
 
 

By:  
Title: Superintendent 

 
 
 (LEA) 
 
 

By:  
Name:  

Title: Superintendent 
 
 
 (ECE Entity) 
 
 

By:  
Name:  

Title: Executive Director 
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EXHIBIT B 
GENERAL OFFER OF E-MOU TERMS 

 
SCCOE, LEA, and AGENCY offer the same terms, conditions, and privacy protections found in this 
Enterprise Memorandum of Understanding for Interagency Information Sharing dated 
_________________, to any other LEA or early childhood education entity (“Subscribing Party”) that 
accepts this General Offer of E-MOU Terms (“General Offer”) through its signature below.  This General 
Offer shall extend to all terms and conditions included in this E-MOU.  SCCOE, LEA, AGENCY, and 
Subscribing Party may also agree to change the Data provided by Subscribing Agency to the SCCOE to 
suit the unique needs of the Parties. 
 
Santa Clara County Office of Education 
 
 

By:  
Title: Superintendent 

 
 
 (School District) 
 
 

By:  
Title: Superintendent 

 
 
 (ECE Entity) 
 
 

By:  
Title: Executive Director 

 
SUBSCRIBING AGENCY 
 
By its signature below, Subscribing Agency accepts the General Offer of E-MOU Terms.  The Subscribing 
Agency and the SCCOE, LEA, and AGENCY shall therefore be bound by the same terms of this E-MOU. 
 
Subscribing Agency:__________________________ 
 

Printed Name:_______________________       Title/Position:____________________________ 
 

Signature:_________________________________          Date:____________________ 
 

457-5/4563572.1 
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Attachment 2.b. 
CONSENT TO RELEASE AND SHARE INFORMATION 

 
Please complete all sections of this Consent to Release and Share Information. 
 
SECTION I 
 
I/WE, ____________________________________________, GIVE MY/OUR 
                            (Parent/Guardian/Surrogate Parent) 
INFORMED CONSENT FOR ___________________________________, 
_________________________, AND _____________________ TO COMMUNICATE AND SHARE 
INFORMATION, INCLUDING HEALTH INFORMATION, HEALTH RECORDS, AND STUDENT 
RECORDS LISTED IN SECTION II OF THIS DOCUMENT WITH THE PERSON(S) OR ORGANIZATION(S) 
I HAVE SPECIFIED IN SECTION III OF THIS DOCUMENT. 
 
Regarding:   
  Child’s Legal Name 
   
  Street Address/Post Office 
   
  City/Town State Zip Code 
   
  Telephone 
 
Form of Disclosure: 
 
  Electronic copy or access via web-based portal 
   
  Hard copy 
   
  Verbal discussions 
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SECTION II – Health Information and Student Records 
            Purposes for Disclosure 
 
The parties referenced in Section I above have permission to share my child’s records for the 
following purposes: 
 
(Check appropriate boxes) 
 
 Access to my child’s early intervention record (including obtaining copies required to 
 determine eligibility for services, participate in service planning, and/or provide early 
 intervention services as defined in the child’s Individualized Family Service Plan (IFSP)). 
 Reason for referral/area of concern: 
  Suspected medical condition associated with developmental disability or delay 
  Suspected developmental delay in at least one area of development: 
   Physical, including vision & hearing  Communication 
   Adaptive (self-help)  Cognitive 
   Social-emotional   
 Access to my child’s health summary information from physician 
 Send information back to the agency/person who referred my child to  
 Obtaining written specialty reports, including assessments 
 List of all applicable specialty reports: 
  
  
  
 Obtaining a copy of my child’s Individualized Family Service Plan (IFSP) 
 Obtaining my child’s progress reports 
 Obtaining correspondence and other communication regarding eligibility and/or the 
 provision of early intervention services to my child 
 Referral to and eligibility determination by  
 Referral to and eligibility determination by the local educational agency (LEA) 
 Name of applicable LEA:  
 Participate as a multidisciplinary team approach to provide services to my child 
 
[Insert any other types of records that parents/guardians may authorize for release and the 
purposes for which such records may be used] 
 
 Other:  
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SECTION III – Who Can Receive My Child’s Health Information 

 
I give my authorization for the health information and student records detailed in Section II of 
this document to be shared with the following individual(s) or organization(s): 
 
Name:  
  
Organization:  
  
Address:  
 
SECTION IV – Duration of Authorization 
 
I have read and understand the conditions of this Consent to Release and Share Information 
which is contained on the next page.  This consent is valid for one year (12 months) unless I 
revoke it before the end of this time period. 
 
I understand that I am permitted to revoke this authorization to share my child’s health 
information and student records at any time and can do so by submitting a request in writing 
to: 
 
Name:  
  
Organization:  
  
Address:  
  
Email:  
 
I understand that: 
 

• In the event that my information has already been shared by the time my authorization 
is revoked, such revocation is not retroactive (i.e., it does not negate a disclosure of my 
child’s information that occurred after I originally gave consent but before my consent 
was revoked). 
 

• I understand that I do not need to give any further permission for the information 
detailed in Section II to be shared with the person(s) or organization(s) listed in section 
III. 
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I understand that the failure to sign or submit this authorization or the revocation of this 
authorization will not prevent my child from receiving any treatment or benefits I am entitled 
to receive, provided this information is not required to determine if my child is eligible to 
receive those treatment or benefits or to pay for the services I receive. 

 
 
Signature Date 
 
 
Print Name:  
  
Relationship to Student:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

DRAFT



EARLY LEARNING DATA GOVERNANCE  
 

35 
 

CONSENT TO RELEASE AND SHARE INFORMATION 
 

Please read this carefully before signing.  If you have any questions, please ask 
them before signing. 
 

  The purpose of this Consent to Release and Share Information is to 
collect confidential information necessary to determine my child’s eligibility for 
the programs listed on the form, and to plan and provide essential and 
necessary services as determined through the multidisciplinary team process.  I 
hereby authorize the person(s) or organization(s) named on the reverse side of 
this form to release to the other organizations listed on this Consent to Release 
and Share Information form information pertinent to the development and 
implementation of a plan for service to meet the developmental, social, 
rehabilitative, educational, and medical needs for the child named on this 
Consent to Release and Share Information. 
  I also give consent for the release of my child’s name, birth date, parent’s 
contact information, and school district to the Local Educational Agency (LEA) 
in my area that is listed on this Consent to Release and Share Information form. 
  I understand that this consent includes the sharing of information as 
authorized above, in written, verbal and/or video format, to program staff who 
must have access to the information in order to care for my child.  This Consent 
is effective for a period of up to twelve (12) months from the date of my 
signature on this Consent.  As the parent/legal guardian or surrogate parent, I 
understand that I may revise or revoke this Consent to Release and Share 
Information at any point in time by following the instructions included on the 
form. 
  The parties listed on the reverse side understand that any information 
obtained or provided through this Consent to Release and Share Information 
can only use such information to provide services to my child and to benefit my 
child.  The parties cannot further release or re-disclose such information 
unless: (1) I specifically authorize release or re-disclosure; or (2) applicable law 
permits release or re-disclosure without my consent. 
457-5/4613853.1 
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Attachment 2.c. 
RECIPROCAL CONSENT TO RELEASE AND SHARE INFORMATION 

 
PLEASE REVIEW THE INFORMATION ON PAGE 2 OF THIS CONSENT, AND ASK ANY QUESTIONS 
THAT YOU MAY HAVE BEFORE SIGNING BELOW 
 
SECTION I 

 
I/We______________________________________________ (Name(s) of parent/legal 
guardian/surrogate parent(s)) give my/our informed consent to communicate and share 
information, including health information, health records, and student records listed in 
Section II of this document with the person(s) or organization(s) I have specified in Section III 
of this document. 
 
Legal name of child (first, middle, last – all are required) Date of Birth (m/d/y) 

Address (number and street, post office box) County 

City/Town State Zip Code School District 

Form of Disclosure:  

  
Electronic copy or access via web-based portal 

  
Hard copy 

  
Verbal discussions 

  
SECTION II – Health Information and Student Records 
                       Purposes for Disclosure 
 

The consent includes the following types of information and activities (as checked x) 
  Access to my child’s assessments 
  Access to my child’s early intervention record information 

  Access to my child’s reports, including: 

  Copies of written specialty reports 
  Copies of my child’s Individualized Family Services Plan (IFSP) 
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   Copies of my child’s progress reports and related communications 
  Access to documents required for my child to participate in service planning and to 
 provide early intervention services as defined in the IFSP to my child, including the 
 following documents: 
  
   

   

   

  
[Insert any other types of records that parents/guardians may authorize for release and the 
purposes for which such records may be used] 
 
  Other:   

    

Section III – Who Can Receive My Child’s Health Information 

I have read and understand the conditions of this Consent to Release and Share Information 
which is contained on the next page.  This consent is valid for one year (12 months) unless I 
revoke it before the end of this time period. 
 
I understand that I am permitted to revoke this authorization to share my child’s health 
information and student records at any time and can do so by submitting a request in writing 
to: 
 

Name:   

   

Organization:   

   

Address:   

   

E-Mail:   
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CONSENT AND AUTHORIZATION: 
 
I understand that: 
 

• In the event that my information has already been shared by the time my 
authorization is revoked, such revocation is not retroactive (i.e., it does not negate a 
disclosure of my child’s information that occurred after I originally gave consent but 
before my consent was revoked.) 
 

• I understand that I do not need to give any further permission for the information 
detailed in Section II to be shared with the person(s) or organization(s) listed in 
Section III. 
 

• I understand that the failure to sign or submit this authorization or the revocation of 
this authorization will not prevent my child from receiving any treatment or benefits I 
am entitled to receive, provided this information is not required to determine if my 
child is eligible to receive those treatment or benefits or to pay for the services I 
receive. 

 
I HAVE READ AND UNDERSTAND THE CONDITIONS OF THIS CONSENT TO RELEASE AND 
SHARE INFORMATION, AS CONTAINED ON PAGE 2 OF THIS FORM. 

Signature of parent/legal guardian/surrogate parent Date 

Signature of parent/legal guardian/surrogate parent Date 

Signature of witness Date 

 
 
 

DRAFT



EARLY LEARNING DATA GOVERNANCE  
 

39 
 

 RECIPROCAL CONSENT TO RELEASE AND SHARE INFORMATION 
 

Please read this carefully before signing.  If you have any questions, please ask them before 
signing. 
 
  The purpose of this Reciprocal Consent to Release and Share Information is to collect 
confidential information necessary to determine my child’s eligibility for the programs listed on 
the form, and to plan and provide essential and necessary services as determined through the 
multidisciplinary team process.  I hereby authorize the person(s) or organization(s) named on 
this form to release to the other organizations listed on this Reciprocal Consent to Release and 
Share Information form information pertinent to the development and implementation of a 
plan for service to meet the developmental, social, rehabilitative, educational, and medical 
needs for the child named on this Consent to Release. 
  I also give consent for the release of my child’s name, birth date, parent’s contact 
information, and school district to the Local Educational Agency (LEA) in my area that is listed 
on this Reciprocal Consent to Release and Share Information form. 
  I understand that this consent includes the sharing of information as authorized above, 
in written, verbal and/or video format, to program staff who must know the information in 
order to care for my child.  This Consent is effective for a period of up to twelve (12) months 
from the date of my signature on this Consent.  As the parent/legal guardian or surrogate 
parent, I understand that I may revise or revoke this Consent to Release and Share Information 
at any point in time by following the instructions included on the form. 
  The parties listed on the reverse side understand that any information obtained or 
provided through this Consent to Release and Share Information can only use such information 
to provide services to my child and to benefit my child.  The parties cannot further release or 
re-disclose such information  
Attachment 2.c. 
unless: (1) I specifically authorize release re-disclosure; or (2) applicable law permits release or 
re-disclosure without my consent. 
 
 
457-5/4613851.1 
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Attachment 3 
Santa Clara County Office of Education List of High Level Data Elements for ECIDS 

 
 

 
 

First Name 
Middle Name 
Last Name 
Address 
Date of Birth 
Gender 
Ethnicity 
Language 
Eligible for Services 
Living situation 
Home language 
Income 
Family size 
Family income 
District of Residence 
Insurance 
Insurance Type 
Medications 
Diagnosis information 
Medical Home 
Dental Home 
Birth history 
Vision Screening 
Hearing Screening 
Dental Screening 
Child allergies 
Mental health consultation 
Foster (now and ever) 
Assistive technology 
Assessments 
Assessment tools 
ECE enrollment history 
ECE Agency 
Status 
Referral agency/program 
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Santa Clara County Office of Education List of High Level Data Elements for ECIDS (continued) 
 

Family Services (Pre First 5) 
Classroom/Home Visitor 
Program start date 
Attendance 
Client type (child, parent, grandparent) 
Client relationship (Mother, father) 
FRC workshops attended 
 
 

Santa Clara County Office of Education List of Selected Data Elements for ECIDS 
 
Medications  
Diagnosis Information  
Medical Home  
Dental Home  
Insurance  
Yes  
No  
Is this an employer-sponsored health insurance program?  
Yes  
No  
Insurance Type  
CA Children’s Services CCS  
Medi-Cal Santa Clara Family Health Plan  
Medi-Cal Anthem Blue Cross  
Private Medical Insurance  
CHDP  
SCC Healthy Kids HMO  
Healthy Families  
Is there a current behavior plan (within the past 12 months)?  
Yes  
No  
Vision results  
Vision current status  
Hearing results  
Hearing current status  
Dental results  
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Santa Clara County Office of Education List of Selected Data Elements for ECIDS (continued) 
 
Dental current status  
ECE enrollment history  
Living situation  
Hotels/Motels  
Car, Trailer, Campsite  
Shelter  
Rented Garage  
Rented Trailer, Motor Home on private property  
With another adult (not parent or legal guardian)  
Transitional Housing  
Single Room Occupancy  
Another Family’s House or Apartment  
None of the options apply  
Other  
Referral agency/program  
ASQ 3  
ASQ SE  
Family Services (Pre First 5)  
Attendance  
Assessments  
DRDP  
ASQ  
Foster  
Home language  
Assessment tools  
Observation  
Parent interview  
Record review  
Professional expertise  
Assistive technology  
Prenatal Care  
Yes  
No  
Premature  
Yes  
No  
Full Term  
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Santa Clara County Office of Education List of Selected Data Elements for ECIDS (continued) 
 
Yes  
No  
Birth Weight  
Allergies  
Medications  
Eligible for Services?  
Regional Center?  
Special Education?  
Income  
TANF  
WIC  
SSI  
SNAP  
Family size  
Family income  
0-25% of Poverty  
26-51% of Poverty  
52-75% of Poverty  
76-100% of Poverty  
Birth history  
Child allergies  
ASQ  
ASQ-SE  
Resource & Information  
Yes  
No  
Referral to Services  
Yes  
No  
Mental health consultation  
Yes  
No  
Agency  
Status  
Active  
Non-Active  
Classroom/Home Visitor  
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Santa Clara County Office of Education List of Selected Data Elements for ECIDS (continued) 
 
Yes  
No  
DRDP  
Classroom/Home Visitor  
Attendance  
Assessments  
Learning Genie  
DRDP Tech  
First name  
Middle name  
Last name  
Date of birth  
Gender  
Male  
Female  
Unknown  
Child Identified As  
Undeclared  
Program start date  
Client type (child, parent, grandparent)  
Client relationship (Mother, father)  
Ethnicity  
Language  
FRC workshops attended  
Abriendo Puertas  
Arts Enrichment  
SEEDS  
Triple P  
Other  
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 Santa Clara County Office of Education Master List of Data Elements for ECIDS 
 
MEDICATIONS  
Treatment steps  
Diagnosis information  
Current pediatrician  
Insurance  
Yes  
No  
Is this an employer-sponsored health insurance program?  
Yes  
No  
What treatment insurance covers  
Behavior documents  
Is there a current behavior plan (within the past 12 months)?  
Yes  
No  
Vision results  
Vision current status  
Hearing results  
Hearing current status  
Dental results  
Dental current status  
Psychological results  
ECE enrollment history  
ECE program teacher observations  
ECE program teacher plans  
Prior mental health services  
Living situation  
Hotels/Motels  
Car, Trailer, Campsite  
Shelter  
Rented Garage  
Rented Trailer, Motor Home on private property  
With another adult (not parent or legal guardian)  
Transitional Housing  
Single Room Occupancy  
Anther Family’s House or Apartment  
None of the options apply  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
Other  
Any history in homeless shelter  
Trauma information  
Distance from school  
Family’s financial status  
Mother’s ability to read/write English and impact  
Current IEP?  
Need for IEP?  
Factors impacting ELPAC scores  
Cultural factors  
Were previous ECE centers culturally competent?  
Language spoke in the home?  
Language of child?   
  
Referral agency/program  
ASQ 3  
ASQ SE  
Family Services (Pre First 5)  
Referrals by First 5  
SSIDs  
Program Term  
QRIS rating  
Status  
Site  
Classroom  
Entry data  
Attendance  
Assessments  
DRDP  
ASQ  
Health Screenings (from HKF)  
  
HEALTHIER KIDS  
SSIDs (from SCCOE)  
Health Screenings/outcomes  
Hearing  
Vision  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
Dental  
Basic demographics  
Special Ed  
Migrant  
McKinney Vento  
Foster  
Date  
Diagnosis  
Home language  
Assessment tools  
Observation  
Parent interview  
Record review  
Professional expertise  
Assistive technology  
CHILD’S HEALTH HISTORY  
Vision  
Hearing  
Prenatal Care  
Yes  
No  
Premature  
Yes  
No  
Full Term  
Yes  
No  
Birth Weight  
Postnatal health history  
Current health  
Allergies  
Medications  
Height  
Weight  
PERSONAL-SOCIAL  
Adult Interactions  
BDI-2 Raw Score  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
Age equivalent months  
Percentage below age level:  
Peer Interaction  
BDI-2 Raw Score  
Age equivalent months   
Percentage below age level:  
MOTOR  
Gross Motor  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
Fine Motor  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:   
Perceptual Motor  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
ADAPTIVE  
Self-Care  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
Personal Responsibility  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
COGNITIVE  
Attention & Memory  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
Reasoning & Academic  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
Perception & Concepts  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
COMMUNICATION  
Receptive  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
Expressive  
BDI-2 Raw Score  
Age equivalent months  
Percentage below age level:  
OUTCOMES  
#1  
#2  
#3  
#4  
SERVICES  
Eligible for Services?  
Regional Center?  
Special Education?  
#1  
#2  
#3  
#4  
Other public services  
 WIC Consider for 

later phase 
of data 
sharing with 
SCC 

 PHN 
 CCS 
 SCFHP 
 Medi-Cal 
 Other 
Private services   
Private insurance funded: PT  
 OT  
 SLP  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
 Other  
  
Family demographics  
Income  
Family size  
Family income  
Family needs information  
Child current health  
Child 12 information  
Birth information of child  
Birth history  
Child allergies  
ASQ  
ASQ-SE  
Resource & Information  
Yes  
No  
Referral to Services  
Yes  
No  
Mental health consultation  
Yes  
No  
Agency  
Status  
Active  
Non-Active  
Site  
Classroom/Home Visitor  
Yes  
No  
Entry Date  
Attendance  
DRDP  
SSIDs  
Demographics  
Program Term  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
Agency  
Status  
Site  
Classroom/Home Visitor  
Entry Date  
Attendance  
Assessments  
Learning Genie  
DRDP Tech  
First name  
Middle name  
Last name  
Date of birth  
Gender  
Male  
Female  
Unknown  
Identified  
Undeclared  
Program start date  
Consent date  
Exit Date  
Exited Reason  
Client type (child, parent, grandparent)  
Client relationship (Mother, father)  
Ethnicity  
Language  
Home phone  
Cell phone  
Address  
Insurance  
Special needs child  
Case manager  
Referred by  
Family ID  
Client ID  
Client Code  
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Santa Clara County Office of Education Master List of Data Elements for ECIDS (continued) 
 
Last Service Date  
Total Number of Services  
  
PROTECTIVE FACTORS SURVEY (PFS)  
Program Title  
Program ID  
Program contract number  
Client Assessment ID  
Assessment Title  
Assessment Date  
Assessment Entered By  
FRC first visit date  
How many times visited FRC  
FRC workshops attended  
Abriendo Puertas  
Arts Enrichment  
SEEDS  
Triple P  
Other  
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Attachment 4.a. 

 
 
 
 

SVRDT 
ENTERPRISE MEMORANDUM OF 

UNDERSTANDING (E-MOU) 
 

November 21, 2019 
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WITNESSETH: 
 

I. DEFINITIONS 
 
Agency Data Environment means the Participating Agency’s case management domain. 
 
Breach means a security incident in which sensitive, protected or confidential data is 
accessed, copied, transmitted, viewed or stolen or used by an individual unauthorized to 
do so. 
 
Data Exchange Portal means the SVRDT User interface where access is controlled and 
all transactions are routed, presented, and logged. 
 
Data Integration Services means data exchange; using normative standards and 
protocols to provide connections between the SVRDT Platform and Participating Agency 
Data Environments, and to translate responses to inquiries via metadata frameworks. 
 
Front Porch means is an area to make data available outside of the Participating 
Agency’s data environment, controlled by the Participating Agency; it is outside of 
Participating Agency’s firewalls and therefore not requiring SVRDT inquiries to access 
directly case management systems where source data resides.  Participating Agencies 
will respond to SVRDT data inquiries by connecting with SVRDT data integrations 
services. 
 
Metadata means common definitions of data types used by SVRDT transactions, 
including encoded responses to requests for information at data element level; allows 
SVRDT to interpret responses; eliminates the need to expose actual child data. 
 
Participating Agency means the public child welfare, juvenile probation, and mental 
health offices of the Counties of Santa Clara, Santa Cruz, and San Mateo; and the County 
Offices of Education of Santa Clara, Santa Cruz, and San Mateo; and will include any 
future participating offices, agencies, and counties that are approved by the Leadership 
Advisory Board and the Santa Clara Office of Education. 
 
Participating agency Head means the executive of each of the Participating Agencies. 
 
Requestor means a person whose qualifications permit access to make inquiries via the 
SVRDT Secure Data Environment. 
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 . 
Secure Data Environment (SDE) means the technology services connecting SVRDT to the 
Agency Data Environments to make data available to authorized users who initiate 
SVRDT inquiries.  It is a transaction processing environment supporting inquiry and 
response. 
 
SVRDT means the Silicon Valley Regional Data Trust, a program within the Santa Clara 
County Office of Education. 
 
Technical Resource Administration means a service supporting a technical 
administration of multi-agency configuration parameters. 
 
Universal Consent is an authorization signed by the parent or guardian of a minor child 
whose data becomes the subject of multi-agency interest to SVRDT users when the law 
requires an authorization to release the data; one authorization is used by all of the 
Participating Agencies to access via the SVRDT via a Universal Consent application. 
 
Upfront Data means the specific data selected by the Case Management Workgroup 
and the Legal Workgroup to minimize complexity and risk; and that has been agreed to 
be the data utilized to initialize use of the SVRDT via Alpha and Beta test phases.  It will 
be followed by the Alpha and Beta releases of the SVRDT expanded data at the 
readiness of agency’s to move that level. 
 
User means a person authorized by the Participating Agency to access the SVRDT. 
 
Workgroup, or Case Management Workgroup, or Change Integration Workgroup, or 
Leadership Workgroup, or Legal Workgroup, or Research Workgroup, or Technology 
Workgroup means a group of people brought together to raise any subject-matter 
issues and provide guidance of a particular subject matter to SVRDT, including: 
 

Case Management Workgroup means case manager and supervisor 
representatives from each of the Participating Agencies working together to 
determine data issues. 
 
Change Integration Workgroup means Participating agency representatives 
working together to determine how best to ensure that the SVRDT becomes a 
part of the routine for Participating Agency staff. 
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Leadership Advisory Group means the executive leaders of each County, as well 
as those from the respective SVRDT Participating Agencies that provide advice 
regarding any changes to the operations and participation of the SVRDT. 
 
Legal Workgroup means counsel from each County, as well as those from the 
respective SVRDT Participating Agencies and the University of California Santa 
Cruz to determine all legal requirements for the access of data via SVRDT. 
 
Research Workgroup means the representatives from each of the Participating 
Agencies, working with the University of California Santa Cruz research team, 
who agree on the agenda for research using data that will be provided via the 
SVRDT and other data sources, subject to approval by the Leadership Advisory 
Group. 
 
Technology Workgroup means IT (information technology) representatives from 
each of the Participating Agencies who provide advice and technical support to 
the SVRDT integration team on issues regarding connection and data exchanges 
between the SVRDT and their respective Participating Agency Data 
Environments. 

 
II. OVERSIGHT ADVISORY COMMITTEE 
 

A. Formation and Purpose of the Oversight Advisory Committee.  To support the 
Secure Data Environment of the SVRDT initiative, the Participating Agencies agree to 
establish an Oversight Advisory Committee, which shall provide advice and input 
regarding the operations of the SVRDT.  It is expected that the Oversight Advisory 
Committee will meet on a quarterly basis if there are issues to decide or more often 
if there is an unexpected circumstance that requires the Oversight Advisory 
Committee to meet. 
 

B. Composition of the Oversight Advisory Committee.  The Oversight Advisory 
Committee shall be composed of the Participating Agency Heads or their designees 
from each of the Participating Agencies. 

 
C. Other Workgroups.  In the future, there may be a need to convene subject area-

specific committees; presently, there are the Case Management Workgroup, Change 
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Integration Workgroup, Leadership Workgroup, Legal Workgroup, Research 
Workgroup, and Technology Workgroup.  Participating Agencies agree, to the extent  

 . 
that it is reasonable and feasible as determined by each Participating Agency, to 
send appropriate members to participate in these workgroups. 

 
III. INTEGRATED POLICY/TECHNOLOGY ARCHITECTURE – SECURE DATA ENVIRONMENT 
  

The Secure Data Environment (SDE) will be available to all Users authorized from SVRDT 
Participating Agencies.  It is architected as a transaction processing environment, built 
upon web services architecture, supporting the capabilities to assure security of access 
and protections of privacy for the individuals served.  It also logs all transaction activity, 
providing oversight on user behaviors to help assure appropriate, equitable and ethical 
use of data and SVRDT capabilities. 
 
SVRDT will be implemented in three discrete phases: 1) Upfront Data – initializing the 
SVRDT Secure Data Environment in a reduced risk and complexity implementation; 2) 
Data Expansion – Extending the Upfront Data to make a more comprehensive set of 
case data available to authorized SVRDT users; and 3) Research Integration – providing 
selected SVRDT data to the research teams to conduct longitudinal studies on use of 
SVRDT data and resulting outcomes. 
 
In addition to the performance scenario and use case analysis, a series of Architecture 
and Design Principles have been identified to augment requirements for SVRDT SDE 
operation, and to guide the development of the SVRDT SDE.  These are listed below: 

 
A. Architecture and Design Principles – Policy, Legal and Technology 
 

1. Protections of Privacy and Confidentiality Data – SVRDT is a web services, trusted data 
environment supporting the sharing of specific data on children involved across multiple 
agencies serving children and families.  For this reason, use of the Secure Data Environment 
must provide assurances of privacy and confidentiality protections of data including: 
 

a. Minimization of exposures of data; no child case management data nor treatment 
data is stored in SVRDT, 
 

b. Enforcement of a common “Code of Conduct” (supporting “rules of use” for data as 
specified in the Multi-Agency Agreement), 
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c. Monitoring and enforcement via an agency-designated operational authority, 
 
 
 . 

d. All SVRDT transaction activity will be logged and will include granular data on 
Secure Data Environment access, use, inquiries and data types inquired/responded; 
recordation of all transaction activity, and 
 

e. Authorization/consent management centralizes initiation, tracking, and 
termination of authorizations across all Participating Agencies. 

 
2. Agency Control – In accordance with polity administration and automation (legal and 

regulatory), points of compliance are made by each agency including: 
 

a. Access rules set by agency (via Operational Authority), 
 

b. Access controlled by agency (via Operational Authority), 
 

c. Authorizations for employee access (role based) to the Secure Data Environment 
via identity provisioning and assertion, 

 
d. Data content to be shared (Metadata includes: types, elements, response 

translations), and, 
 

e. Additions of local rules of use for interagency policy. 
 

3. Integrated Polity/Technology Architecture – All polity components (legal and regulatory) 
relevant to SVRDT transaction processing are integrated into the Secure Data Environment 
architecture, and are inherent in the transaction processing system. 
 

a. Technology responds to policy, and 
 

b. Technology components were designed to add active security and data 
protection assurances (i.e., automated consent management). 

 
4. Normative Use Technology and Standards – The SVRT Secure Data Environment does not 

contain anything new or untested including: 
a. Compliance with all relevant legal and regulatory requirements as mandated by 

each agency (including but not limited to CJIS Security Policy for juvenile justice; 
HIPAA for mental health) is included in the technology architecture. 
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b. Use of relevant agency standards for information exchange (i.e. data naming 
constructs; data communications/messaging protocols), and 

 
 

c. No need to force changes in agency’s operational procedures and current 
technology. 

 
5. Active Transaction Processing Environment – SVRDT is not an application environment.  It is a 

transaction processing system that provides web services connectivity and data exchange for 
the participating agencies. 
 

a. The Secure Data Environment does not store any data on children or their cases, 
while all transaction data, including user identifications, are monitored and 
stored for auditability of data uses, and 
 

b. All data exchanges, including response to inquiry translations, as well as the links 
to those data are dynamic, only last for the duration of the transaction (temp 
storage at edge of internet). 

 
6. Encoded Responses – All data made available to the SVRDT Secure Data Environment is at the 

discretion of each participating organization.  Once data is determined to be sharable by the 
agency, a Metadata framework is developed.  The Metadata framework identifies the data 
elements to be shared, in accordance with policy/legal conformance, as well as the translated 
values for each data element to be shared.  In many cases, only a “yes/no” response is required 
for response.  It is important to note that the data element and responses selected are not 
determined or limited by SVRDT, but at the full discretion of the agency with stewardship 
responsibility for that data. 
 

a. Encoded policy and legal rules (legal and regulatory requirements) are built into 
the automated transaction processing environment.  When a user makes an 
inquiry about a child, SVRDT maintains the rules of access and use for that user, 
 

b. Users are provided their access credentials for SVRDT by their home agency in 
accordance with the agency’s identity provisioning process (IDP), 

 
c. There is a simplified Secure Data Environment sign-on, with Participating 

Agencies using existing User identities, as assigned and authorized by 
Participating Agencies, 

 
d. Participating Agency Users will assert identity and access credentials when 

requests are made to enter the SVRDT Secure Data Environment, 
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e. SVRDT will validate the authority of the user to initiate the inquiry by utilizing 
the agency’s director access protocol to extract and test the user’s SVRDT access 
privileges by validating the User’s credentials with Participating Agency when  

  
e. presented for access to Secure Data Environment, including validation of User 

access privileges/attributions (role-based).  The process will inform the user if 
they are not authorized to access the data; otherwise the request will be 
processed. 

 
f. To assure the accurate selection of a child’s encoded data across agencies, 

SVRDT will use Participating Agency-specific child identifiers to run matching 
algorithms to find children being served by more than one agency (matching 
process) Participating Agency specific child identifiers will be linked and the 
identification management application will require storage of child’s name and 
selected demographic attributes for identification, 

 
g. The SVRDT child identification index will maintain linkages across unique child 

identifiers assigned by each Participating Agency.  This is required to correctly 
link agency specific child identifiers across agencies when multiple agencies are 
serving the same child, and 

 
h. The data will be encrypted and will only be available via internal SVRDT web 

services Automated Program Interface (API). 
 

7. Dynamic Data Integration – SVRDT is a transaction-centric Secure Data Environment.  Data 
Integration is done with data in temporary storage at the “Edge” of the internet.  Additionally, 
all data and links only exist for the length of the transaction. 
 

a. No Direct access (meaning SVRDT web services requests accessing case 
management data behind agency firewalls) will occur between the SVRDT 
Secure Data Environment and agency case management systems, 
 

b. Data is made available by way of temporary storage areas residing at the “Edge” 
of the internet, 

 
c. Temporary storage of the encoded data, as well as any links to the data and its 

home location will be deleted upon logging of the transaction data and the 
conclusion of each transaction, by each agency technical teams in response to 
SVRDT inquiries. 
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d. To further protect the source data stewarded by the participating agencies, 
inquiries to agency case management systems are via a web services exchange 
(request/response), and 

 

  
e. All services are initialized by the SVRDT Exchange Portal.  Requests for data are 

initiated at the SVRDT Data Exchange Portal, received by the source data 
environments, and response is returned (via the Edge) to the SVRDT Data 
Exchange Portal for display. 
 

8. Research Integration – SVRDT will contribute new transactional data to SVRDT research partner, 
University of California at Santa Cruz, to perform long term demographic analysis on the 
outcomes of students and juveniles receiving treatments and supervision from SVRDT 
participating agencies.  UCSC research will place a premium on the Ethical Use of data by SVRDT 
participating agencies.  Research projects utilizing SVRDT data must be approved by the 
Leadership Advisory Group and draft reports must be provided to the Leadership Advisory 
Group in advance of publication. 

 
B. These architecture and design principles are manifested in the integrated Policy/Technology 

Architecture, upon which, the SVRDT Secure Data Environment (SDE) has been constructed.  The 
SDE is built to enhance the delivery of case management services by way of an electronic multi-
agency data sharing environment that is available to all SVRDT participating agencies.  It will 
provide improved capabilities to coordinate service interactions across agencies by providing 
active data in support of critical decisions for the same child and family. 

 
The SDE is compliant with all legal and regulatory compliances for making data on children 
available for multi-agency coordination and it does not store data on children or their cases.  
The SDE platform will be operated by the Santa Clara County Office of Education Technology 
Services Branch as an active Transaction Processing Environment.  Technically, it provides web 
services data connectivity and data integrating for participating SVRDT agencies. 

 
These architecture and design principles, as described above, have been integral to the 
development of the SVRDT SDE.  Descriptions of the logical and services architecture views are 
described in and incorporated herein as Appendix 6. 

 
IV.  USE OF DATA 
 

A. Permitted Purpose.  Participating Agencies shall only access information in accordance with 
Applicable Laws.  Each Participating Agency shall require that its Users comply with this Section. 
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B. Permitted Future Uses.  Recipients may retain and access information in accordance with 
Applicable Laws and the Recipient’s record retention policies and procedures.  Recipient agrees 
not to further share obtained information without obtaining permission to re-disclose.  If the 
SCCOE uses the services of any subcontractors or consultants, such entities agree to be bound 
by the terms of this E-MOU and the attached Business Associates Agreement (BAA), which is 
incorporated herein as Appendix 5. 

  
V.  INFORMATION ACCESS POLICIES 
 

A.   Autonomy Principle. No Participating Agency will access another Participating Agency’s system. 
Instead, data and information will be placed into the Front Porch outside of the Participating 
Agency’s “home” network but controlled by the Participating Agency where all data and 
information will be available to answer any queries by another Participating Agency. 

 
B.   Authentication. Each Participating Agency agrees to establish authentication for and to 

credential Users of SVRDT and will share such credentialing of Users with SCCOE. 
 
VI.   ENTERPRISE SECURITY 
 

A. General. Each Participating Agency is responsible for maintaining its own systems compliant 
with State and Federal law, policies, standards and guidelines. Each Participating Agency shall 
use appropriate safeguards to prevent access to data and information other than as permitted 
by this E-MOU and Applicable Law, including appropriate administrative, physical, and technical 
safeguards that protect the confidentiality, integrity and availability of the data and information, 
integrity, and availability of its data and information.  Appropriate safeguards shall be required 
by Applicable Laws related to Data Security.  Each Participating Agency agrees to, as appropriate 
under Applicable Laws, have written privacy and security policies, including access and 
disclosure policies, in place before the Participating Agency’s Effective Date.  To the extent 
permitted under Applicable Laws, Participating Agency shall comply with Specifications that 
define expectations with respect to enterprise security. 
 

B. Malicious Software. Each Participating Agency agrees to employ security controls that meet its 
applicable requirements so that Data Access will not introduce any viruses, worms, 
unauthorized cookies, “trojans”, malicious software, “malware”, or other program, routine, 
subroutine, or data or information designed to disrupt the proper operation of a System or any 
part thereof or any hardware or software used by a Participating Agency in connection 
therewith, or which, upon the occurrence of a certain event, the passage of time, or the taking 
of or failure to take any action, will cause a System or any part thereof or any hardware, 
software or data or information used by a Participating Agency in connection therewith, to be 
improperly accessed, destroyed, damaged or otherwise made inoperable. 
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C. Cloud Services. SCCOE shall be the administrator of the SVRDT SDE-contracted commercially 
hosted server operating as the SVRDT domain server. Such hosted server services shall meet 
and exceed all of the required Security and Privacy requirements of the Participating Agencies 
and the contractor shall be bound by the requirements of this E-MOU. Contractor shall sign the 
BAA, attached and incorporated herein as Appendix 5. 

 

 
  
VII.  EQUIPMENT AND SOFTWARE 
 

In accordance with Applicable Laws, each Participating Agency shall be responsible for 
procuring and assuring that its Users have or have access to, all equipment and software 
necessary for it to access data and information. Each Participating Agency shall ensure that all 
computers and electronic devices owned or leased by the Participating Agency used to access 
data and information are properly configured, including, but not limited, the operating system, 
web server, and Internet connectivity. 

 
In addition, SCCOE shall purchase software to assist in the identification of the children shared 
by the Participating Agencies as discussed in Section III.A.6.f. 

 
VIII.  AUDITING 
 

SCCOE, through the SVRDT initiative, shall provide to each Participating Agency the ability to 
monitor and audit all access to its data and information obtained through this E-MOU, to 
ensure system administration, security, and that access is strictly for legitimate purposes.  Each 
Participating Agency shall have access to such auditing activities, as discussed in Section 
III.A.1.d., in real time and upon access determined by each of the Participating Agency’s policies 
and procedures. 

 
IX.  EXPECTATIONS OF PARTICIPATIN AGENCIES 
 

A. Upfront Data.  Participating Agencies have agreed initially to make available particular data 
elements called Upfront Data.  Such data elements are included as Appendix 6.  Any future 
Participating Agencies agree to provide access to similar data elements available to Users by 
other Participating Agencies, ad developed by the process determined by the Oversight 
Advisory Committee.  Nothing in this E-MOU shall require access to data that would violate 
Applicable Laws. 
 

B. Future Data Elements.  Case manager representatives from Participating Agencies have 
outlined potential future data elements to make available to Users from other Participating 
Agencies.  Prior to such data elements being made available, executive, legal and technology 
representatives shall review each data element and agree that the data element is available to 
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share, whether it shall be made available, to whom, and under what circumstances.  If there 
are data elements that Participating Agencies desire to determine to make available for access 
by other Participating Agencies, the same process as described herein shall occur.  No 
Participating Agency shall be forced to make any data element available for access by another 
Participating Agency. 

 

 
  

C. If a Participating Agency desires to stop making access to a data element to another 
Participating Agency based on another Participating Agency’s acts or omissions in connection 
with this E-MOU, the Participating Agency may temporarily stop providing access to such 
other Participating Agency to the extent necessary to address the Participating Agency’s 
concerns and to the extent allowed or required by Applicable Law. If such cessation occurs, 
the Participating Agency shall provide a Notification to the Oversight Advisory Committee of 
such cessation and the reasons supporting the cessation. The Participating Agencies shall 
submit the Dispute leading to the cessation through the Dispute Resolution Process. If the 
cessation is a result of a Breach that was reported to, and deemed resolved pursuant to 
Appendix 3, the Participating Agencies involved in the Breach and the cessation agree to 
engage in the Dispute Resolution Process in an effort to attempt to reestablish trust and 
resolve any security concerns arising from the Breach. 
 

D .  Each Participating Agency shall require that all of its Users and Information Technology Service 
Provider (ITSP) make data elements available for access in accordance with the terms and 
conditions of the E-MOU, including without limitation those governing the authorization, use, 
confidentiality, privacy, and security of the Data Elements. 

 
X. SPECIFIC DUTIES OF A PARTICIPATING AGENCY WHEN MAKING DATA AVAILABLE FOR 

ACCESS 
 

A. All Participating Agencies shall agree to make access available to those Data Elements that all 
the Participating Agencies agree is available pursuant to the confidentiality and privacy 
requirements of Applicable Laws. 
 

B. In the future, if Participating Agency decides that it will no longer permit access to a 
particular data element to either a particular Participating Agency or to all of the 
Participating Agencies, the providing Participating Agency shall provide a Notification to the 
Oversight Advisory Committee of such cessation and the reasons supporting the cessation. If 
the cessation is a result of a Breach that was reported to, and deemed resolved pursuant to 
Appendix 3, the Participating Agencies involved in the Breach and the cessation agree to 
permit the Oversight Advisory Committee an opportunity to resolve the matter and 
reestablish the Trust and resolve any security concerns arising from the Breach. If Breach 
requirements established by state and federal requirements prevent this prior notice being 
given, Participating Agency shall abide by the state and federal requirements and provide 
notice to the Oversight Advisory Committee as soon as possible. 
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C. In the future, the access to new data elements shall be at the agreement of the Participating 

Agencies. The Participating Agencies may involve representatives from their agencies, 
depending on the purpose of adding the data element, including but not limited to case 
managers and supervisors, technology, county counsel and research specialists. 

 

 
 
  

D. Each Participating Agency shall require that all of its Users and technology staff access data 
only in accordance with the terms and conditions of this E-MOU, including without limitation, 
those governing the authorization, use, confidentiality, privacy and security of the Data. 
 
If Applicable Laws require an Authorization from the individual who is the subject of the Data 
element in order for the requesting Participating Agency to have access, the requesting 
Participating Agency shall ensure that there is a valid Authorization on file with the SVRDT 
that meets all of the requirements of Applicable Laws. This duty is in addition to the 
protections that are inherent in the SVRDT system. 

  
XI. PRIVACY AND SECURITY 
 

A. Applicability of Privacy and Security Regulations. To maintain the privacy, confidentiality, and 
security of the Data, each Participating Agency shall comply with Applicable Laws, applicable 
Participating Agency access and making data available for access, and this E-MOU. 
 

B. Safeguards.  In accordance with Sections VI, VII, and VIII of this E-MOU, Participating Agencies shall 
use reasonable and appropriate administrative, physical, and technical safeguards and comply with 
the provisions of this E-MOU to protect Data and to prevent use or disclosure of Data other than as 
permitted by Section IV of this E-MOU. 

 
C. Breach notification. 

 
1. Participating Agencies shall report to the SCCOE’s SVRDT office all known incidents that threaten 

the security of any of the databases and Data communications resulting in the exposure of Data 
protected by Applicable Laws, or other incidents compromising the security of the Participating 
Agencies’ information technology systems with the potential to cause major disruption to 
normal agency activities.  Such reports shall be made to the SCCOE’s SVRDT office within 24 
hours from when the Participating Agency discovered or should have discovered the occurrence.  
Participating Agencies also shall comply with all Applicable Laws regarding breaches.  Policies 
and Procedures for Breach Notification have been provided in Appendix 3. 
 

2. The Participating Agency that causes the Breach has the responsibility to determine that a 
Breach has occurred and to take restorative and corrective measures to correct the Breach.  This 
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Participating Agency that causes the Breach also has the responsibility to provide notice to the 
(1) Individual(s), if required by Applicable Laws, whose data has been affected by the Breach; (2) 
Participating Agency which is the “home” agency or owner of the data that is the subject of the 
Breach; and (3) if required by Applicable Laws, to the State. 

 

 

 

3. If a Participating Agency’s consultants, contractors, and business associates are involved with a 
Breach, the particular Participating Agency shall ensure that such consultant, contractor and 
business associate shall abide by the terms of the E-MOU and the BAA which is incorporated and 
attached hereto as Appendix 5. 
 

4. If there is a dispute as to the existence of a Breach, the Participating Agencies agree to proceed 
in accordance with the dispute resolution described in Appendix 3, which is attached and 
incorporated hereto. 

 
D. Conflict of Obligations.  This Section shall not be deemed to supersede a Participating Agency’s 

obligations (if any) under relevant security incident, breach notification or confidentiality provisions 
of Applicable Laws. 
 

E. Compliance with this Section shall not relieve Participating Agencies of any other security incident or 
Breach reporting requirements under Applicable Laws including, but not limited to those related to 
notice to Individuals. 

 
XII.  RESPONSIBILITIES OF THE PARTICIPATING AGENCIES 
   
  Each Participating Agency hereby agrees to the following: 
 

A. Oversight Advisory Committee.  Each of the Participating Agencies agrees to participate as a voting 
member of the Oversight Advisory Committee of the SCCOE SVRDT initiative. 
 

B. Execution of the E-MOU.  Each Participating Agency shall execute this E-MOU and return an 
executed copy of the E-MOU to the SCCOE.  In doing so, the Participating Agency affirms that it has 
full power and authority to enter into and perform this E-MOU and has taken whatever measures 
are necessary to obtain all required approvals or consents in order for it to execute this E-MOU.  The 
representatives signing this E-MOU on behalf of the Participating Agencies affirm that they have 
been properly authorized and empowered to enter into this E-MOU on behalf of the Participating 
Agency.  The Participating Agency director (or the County Executive on behalf of the Participating 
Agencies in that particular county) shall be the representative authorized to sign on behalf of the 
Participating Agency. 
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C. Compliance with this E-MOU.  Except to the extent prohibited by Applicable Laws, each Participating 

Agency shall comply fully with all provisions of this E-MOU. 
 

D. Agreements with Users.  Each Participating Agency shall have established agreements or 
acknowledgements with each of its Users that require the User to, at a minimum: (i) comply with all 
Applicable Laws; (ii) reasonably cooperate with the Participating Agency on issues related to this E-
MOU; (iii) access data only for a permitted purpose and in accordance with the terms and conditions  

  
D. of this E-MOU; (iv) within 24 hours after determining that a Breach occurred, User will report such 

Breach to the Participating Agency; and (v) refrain from disclosing to any other person any of their 
passwords or other security measures issued to the User.  Notwithstanding the foregoing, for Users 
who are employed by a Participating Agency or who have agreements with the Participating Agency 
which became effective prior to the Effective Date, compliance with this Section may be satisfied 
through written policies and procedures that address items (i) through (v) of this Section so long as 
the Participating Agency can document that there is a written requirement that the User must 
comply with the policies and procedures. 
 

E. Agreements with Vendors.  To the extent that a Participating Agency uses vendors in connection 
with the Participating Agency’s data collection and maintenance, each Participating Agency affirms 
that it has established agreements with each of its vendors that require the vendor to, at a 
minimum; (i) comply with Applicable Laws; (ii) protect the privacy and security of any Data to which 
it has access; (iii) as soon as reasonably practicable with determining that a Breach occurred, report 
such Breach to the Participating Agency; (iv) reasonably cooperate with the other Participating 
Agencies to this E-MOU on issues related to this E-MOU, under the direction of the Participating 
Agency.  Vendor further shall agree to abide by the terms of this E-MOU and to the BAA, attached 
hereto and incorporated as Appendix 5. 

 
F. Creation of Test Data.  Certain Participating Agencies may agree to work in partnership with SCCOE 

SVRDT personnel to create Test Data to be used by other Participating Agencies for testing.  Any Test 
Data shall not contain personally identifiable information.  Test Data shall be used only within a Test 
environment. 

 
G. Accuracy of Data.  When making Data available to access, each Participating Agency hereby 

represents that at the time of making it accessible for inquiries, the Data is (i) an accurate 
representation of the Data contained in, or available through, its System; (ii) sent from a System that 
employs security controls that meet Applicable Laws so that the Data are intended to be free from 
malicious software in accordance with Section VI.B.; and (iii) provided in a timely manner and in 
accordance with the specifications provided by SVRDT. 
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H. Use of Data.  Each Participating Agency shall use Data available to it to make inquiries through SVRDT 
only in accordance with the provisions of this E-MOU or as permitted or required with Applicable 
Laws. 

 
I. Compliance with Laws.  Each Participating Agency shall fully comply with all Applicable Laws. 

 
XIII.  TREATMENT OF DATA 
 

Each Participating Agency that received a response to an inquiry dealing with personally identifiable 
Data shall hold such response and information in confidence and agrees that it shall not, during the  

  
term or after termination of this E-MOU, re-disclose to any person or entity; each Participating 
Agency also agrees not to use information obtained in connection with this E-MOU in any manner 
other than the purpose for which it was made available to the Participating Agency, unless the re-
disclosure or use is permitted or required by the Applicable Laws and by the terms of this E-MOU. 

 
XIV.  DISCLAIMERS 
  

Reliance on a system.  Each Participating Agency acknowledges and agrees that: (i) the Data provided 
by or through its system may be drawn from numerous sources; (ii) the Data is specific to the point in 
time when updated, and (iii) it can only confirm that, at the time of making the Data available for 
inquiry, the Data are an accurate representation of Data contained in, or available through, its 
System.  Nothing in this E-MOU shall be deemed to impose responsibility or liability on a 
Participating Agency related to the clinical accuracy, content or completeness of any Data provided 
pursuant to this E-MOU.  The Participating Agencies acknowledge that other Participating Agencies’ 
digital credentials may be activated, suspended, or revoked at any time or the Participating Agency 
may suspend its participation; therefore, Participating Agencies may not rely upon the availability of 
a particular Participating Agency’s Data.  SCCOE SVRDT shall strive for the highest percentage or 
reliability in the matching process of Individual Data and shall agree to a continuous quality 
assurance program to increase the highest percentage of reliability that is possible. 

 
XV.  TERM OF E-MOU 
 

A. Term.  The term of this E-MOU shall be for a period of five(5) years commencing on the Effective 
Date. 
 

B. Renewal.  At the end of the term of this E-MOU, the Participating Agencies can renew the E-MOU by 
signing a mutually-agreed amendment. 

 
C. Termination or Modification of E-MOU.  If the majority of the Participating Agencies that comprise 

the SCCOE SVRDT Oversight Advisory Committee members vote to terminate or modify this E-MOU, 
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the E-MOU will terminate or be modified within ninety (90) days of written notice from SCCOE to all 
the Participating Agencies in accordance with the process described in Appendix 2. 

 
XVI.  ADDITION, SUSPENSION, REINSTATEMENT, TERMINATION AND WITHDRAWAL OF PARTICIPATING 

AGENCIES 
 

A. Addition of Participating Agencies.  On-boarding of new Participating Agencies shall be in accordance 
with Appendix 1 of this E-MOU. 
 
 
 

  
B. Suspension, Reinstatement, Termination or Withdrawal of Participating Agencies.  Suspensions, 

reinstatements, termination or withdrawal of Participating Agencies shall be in accordance with 
Appendix 1 of this E-MOU. 

 
C. Effect of Termination or Withdrawal of Participating Agencies.  Upon any termination or withdrawal 

of a Participating Agency from this E-MOU for any reason, the terminated or withdrawing 
Participating Agency shall cease to be a Participating Agency and thereupon neither that 
Participating Agency nor its Users shall have any rights to participate in the SCCOE SVRDT.  In the 
event a Participating Agency fails to comply with the policies and procedures of the SCCOE SVRDT, 
after being given an opportunity to correct and comply, the Oversight Advisory Committee may vote 
to recommend to SCCOE to revoke a Participating Agency’s access to data via SCCOE SVRDT.  If the 
SCCOE agrees with the recommendation, the SCCOE shall provide a Notice of such revocation to the 
remaining Participating Agencies.  In the event that any Participating Agency is terminated or decides 
to withdraw, this E-MOU will remain in full force and effect with respect to all other Participating 
Agencies.  If any Participating Agency is terminated or withdraws from the SCCOE SVRDT, that 
particular Participating Agency may consider executing alternate data sharing agreements and where 
required by Applicable Laws, shall do so. 

 
XVII.  DISPUTE RESOLUTION PROCESS 
 

A. General.  If any Dispute arises between Participating Agencies, those Participating Agencies agree to 
commence efforts to resolve such dispute in good faith via a designated subcommittee of the 
Oversight Advisory Committee.  The subcommittee will be formed by the Oversight Advisory 
Committee within seven (7) business days after written notification of a Dispute to the Oversight 
Advisory Committee.  If the Dispute has not been resolved by the subcommittee within thirty (30) 
days after first having been referred to the subcommittee (or at any earlier time, if requested by the 
Participating Agencies who are parties to the Dispute), such Dispute may be referred to the 
Oversight Advisory Committee for resolution.  The Participating Agencies who are parties to the 
Dispute may recuse themselves but such recusal is not necessary.  The Oversight Advisory 
committee shall have thirty (30) days to attempt to resolve the Dispute.  Notwithstanding the 

DRAFT



EARLY LEARNING DATA GOVERNANCE  
 

71 
 

provisions of this Section, at any time, any Participating Agency may unilaterally choose to withdraw 
and terminate their participation in the SCCOE SVRDT in lieu of following the Dispute Resolution 
Process. 
 

B. Activities during Dispute Resolution Process.  Pending resolution of any Dispute under this E-MOU, 
the Participating Agencies agree to fulfill their responsibilities in accordance with this E-MOU, unless 
the Participating Agency voluntarily withdraws from making data access available and from accessing 
data from other Participating Agencies or is suspended from participating in the SCCOE SVRDT. 

 

 
  

C. Implementation of Agreed Upon Resolution.  If, at any point during the Dispute Resolution process, 
all of the Participating Agencies to the Dispute accept a proposed resolution of the Dispute, the 
Participating Agencies agree to implement the terms of the resolution in the agreed upon 
timeframe. 
 

D. Disputes between a Participating Agency and the Oversight Advisory Committee.  If any Dispute 
arises between a Participating Agency and the Oversight Advisory Committee, such Disputed Matter 
is escalated to the Superintendent of the SCCOE.  Notwithstanding the provisions of this Section, at 
any time, any Participating Agency may unilaterally choose to voluntarily suspend or terminate their 
participation in the SCCOE SVRDT in lieu of following the Dispute Resolution Process. 

 
E. Dispute Resolution before Suspension.  Participating Agencies agree to address differences using this 

Dispute Resolution Process as their initial method to resolve disagreements with other Participating 
Agencies.  A good faith effort should be made proactively to resolve differences between 
Participating Agencies, before the Oversight Advisory Committee will consider interceding to 
suspend a Participating Agency for failing to fulfill their E-MOU defined duties. 

 
XVIII. NOTICES 
 

All Notices to be made under this E-MOU shall be given in writing to the authorized Participating 
Agency’s representative at the address listed with the Oversight Advisory Committee, and shall be 
deemed given: (i) upon delivery, if personally delivered; (ii) upon the date indicated on the return 
receipt, when setn by the United Stated Postal Service Certified Mail, Federal Express, UPS or other 
delivery service, return receipt requested; and (iii) if by e-mail, facsimile telecommunication or other 
form of electronic transmittal, upon receipt, when the Notice is directed to an electronic mail 
address or a facsimile telecommunication number listed with the Oversight Advisory Committee and 
the sending electronic mail address or sending facsimile machine receives confirmation of receipt by 
the receiving electronic mail address or facsimile machine. 

 
XIX.  MISCELANEOUS/GENERAL 
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A. Governing Law.  This E-MOU shall be governed by and construed in accordance with the laws of the 

State of California. 
 

B. Amendment. An amendment of the E-MOU may be recommended by agreement of at least two-
thirds of the Oversight Advisory Committee in accordance with Appendix 2.  All Participating 
Agencies agree to sign an amendment adopted in accordance with the provisions of this Section or 
terminate participation in accordance with Appendix 1 of this E-MOU.  Participating Agencies shall 
have the right to challenge an Oversight Advisory Committee recommendation to amend the E-
MOU, with the challenge being considered a Disputed Matter and resolved based on the Dispute 
Resolution Process described in this E-MOU in Section XX.  Notwithstanding the provisions of this  

  
B. Section and Appendix 1 of this E-MOU, at any time any Participating Agency may unilaterally choose 

to voluntarily suspend or terminate their participating in the SCCOE SVRDT in lieu of signing an 
amendment to this E-MOU. 
 

C. Entire E-MOU.  This E-MOU, together with all Appendices and Attachments, and the Multi-Agency 
Agreement, constitutes the entire agreement. 

 
D. Validity of Provisions.  In the event that any Section, or any part or portion of any Section of this E-

MOU, is determined to be invalid, void, or otherwise unenforceable, each and every remaining 
Section or part or portion thereof shall remain in full force and effect. 

 
E. Priority. In the event of any conflict or inconsistency between a provision in the body of this E-

MOU and any attachment hereto, the terms contained in the body of this E-MOU shall prevail. 
 

F. Headings.  The heading throughout this E-MOU are for reference purposes only, and the words 
contained therein may in no way be held to explain, modify, amplify, or aid in the interpretation, 
construction or meaning of the provisions of this E-MOU.  All references in this instrument to 
designated “Sections” and other subdivisions are in the designated Sections and other subdivisions 
of this E-MOU.  The words “herein,” “hereof,” “hereunder,” and other words of similar import refer 
to this E-MOU as a whole and not to any particular Section or other subdivision. 

 
G. Relationship of the Participating Agencies. Nothing in this E-MOU shall be construed to create a 

partnership, agency relationship, or joint venture among the Participating Agencies. Neither the 
Oversight Advisory Committee nor any Participating Agency for any purpose, nor shall any such 
Participating Agency hold itself out as having such authority. No Participating Agency shall be 
held liable for the acts or omissions of another Participating Agency. 

 
H. Effective Date. With respect to the first two Participating Agencies to this E-MOU, the Effective 

Date shall be the date on which the second Participating Agency executes this E-MOU. For all 
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Participating Agencies thereafter, the Effective Date shall be the date that the Participating 
Agency executes this E-MOU. 

 
I. Counterparts. This E-MOU may be executed in any number of counterparts, each of which shall 

be deemed an original as against the Participating Agency whose signature appears thereon, 
but all of which taken together shall constitute but one and the same instrument. 

 
J. Third-Party Beneficiaries. There shall be no right of any person to claim a beneficial interest in 

this E-MOU or any rights occurring by virtue of this E-MOU. 
 

 
  

K. Force Majeure. A Participating Agency shall not be deemed in violation of any provision of this 
E-MOU if it is prevented from performing any of its obligations by reason of: (a) severe weather 
and storms; (b) earthquakes or other disruptive natural occurrences; (c) power failures; (d) 
nuclear or other civil or military emergencies; (e) terrorist attacks; (f) acts of legislative, judicial, 
executive, or administrative authorities; or (g) any other circumstances that are not within its 
reasonable control.  This Section shall not apply to obligations imposed under Applicable Law. 
 

L. Time Periods. Any of the time periods specified in this E-MOU may be changed pursuant to the 
mutual written consent of the Oversight Advisory Committee and the affected Participating 
Agencies. 
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Attachment 4.b. 

 
 
 
 
 
 
 

SVRDT ENTERPRISE MEMORANDUM 
OF UNDERSTANDING (E-MOU) 

 

APPENDICES 
 

June 17, 2019 
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APPENDIX 1 
 

Procedures for Adding a New Participating Agency and Suspending, Reinstating, 
Terminating and Withdrawal of a Participating Agency 

 
1.  Adding a New Participating Agency 
  

 When an Applicant requests to join this E-MOU, the request shall be directed to the Oversight 
Advisory Committee in writing.  The Applicant must indicate its understanding that the SVRDT is 
built on trust and that the Applicant will only use the SVRDT to improve the outcomes for the 
children and their families it serves. The Oversight Advisory Committee shall review the request 
and determine whether the application conforms to the definition of Participating Agency as 
specified in Article I of the E-MOU and to the requirements in the Multi-Agency Agreement. 
Once the Oversight Advisory Committee determines that the Applicant meets the requirements 
of a Participating Agency, the Oversight Advisory Committee shall vote on whether the 
requesting entity may join the E-MOU at the next regularly scheduled meeting. If the Oversight 
Advisory Committee votes to accept the Applicant by unanimous vote, the Committee will 
advise the SCCOE of its decision.  If the SCCOE agrees with the decision of the Oversight Advisory 
Committee, the Applicant will be considered a Participating Agency and shall execute this E- 
MOU with its supporting appendices. 

 

 
 If the Oversight Advisory Committee does not vote to accept the Applicant by unanimous vote to 
become an E-MOU Participating Agency, the Committee will advise the SCCOE of its decision and 
the SCCOE will so advise the Applicant, with specific reasoning as to why they are precluded from 
participation. 

 
2.  Suspending a Participating Agency 
 

A. Voluntarily by the Participating Agency 
 
1. Service Level Interruptions 

 
Participating Agencies may experience temporary service level interruptions from time 
to time.  These service interruptions may be planned or unplanned.  A service level 
interruption may result in a Participating Agency having to temporarily cease making 
data available with other Participating Agencies. To ensure that all Participating 
Agencies are aware of service level interruptions, the Participating Agency experiencing 
the service level interruption agrees to notify the SCCOE’s designated staff person of the 
interruption prior to the interruption as early as possible but no later than one business 
day before the interruption, if planned (and Participating Agency agrees that if planned, 
the interruption will occur outside of normal business hours, if possible); or as soon as 
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reasonably practicable after the interruption begins, if unplanned.  The SCCOE’s 
designated staff person shall simultaneously notify all the other Participating Agencies of 
the interruption.  Since a service level interruption does not involved the suspension of a 
Participating Agency, the Participating Agency agrees to be responsible for taking all 
technical actions necessary to resolve the provision of data interruption. During a 
service interruption, the Participating Agency agrees to comply with the terms and 
conditions of the E-MOU. 

 
2. Voluntary Suspension 

 
If a Participating Agency decides that it requires a temporary suspension of its 
participation in the SVRDT and its responsibility for complying with the terms of the E- 
MOU, it agrees to provide Notice to the SCCOE’s designated staff person of its need for 
a temporary voluntary suspension at least twenty-four (24) hours prior to commencing 
its voluntary suspension.  The Notice shall specify the reason(s) for, the commencement 
date of, and the duration of the voluntary suspension. The SCCOE shall approve such 
voluntary suspension and simultaneously notify all other Participating Agencies of the 
voluntary suspension. 

 
 

B.   With Cause 
 
 

If the Oversight Advisory Committee finds that a Participating Agency is in Material Default 
of the performance of a duty or obligation imposed on the Participating Agency by this E- 
MOU, it shall recommend that the SCCOE notify the Participating Agency, in writing, as soon 
as possible but no later than two (2) business days after the recommendation, of such 
default.  Material Defaults include, but are not limited to, failure to comply with: 

 
 

• Any privacy, security or confidentiality obligations in the E-MOU; 
• Repeated failure to fulfill the duties of a Participating Agency, including a 

requesting or responding Participating Agency as provided for in the E-MOU; 
• Any Breach of the representations in the E-MOU; and 
• Using data from another Participating Agency to the detriment of the child or 

family. 
 
 

If the Participating Agency does not substantially cure its Material Default within thirty (30) 
days following receipt of the written Notice of such default from the SCCOE, the Oversight 
Advisory Committee may recommend that the SCCOE suspend the Participating Agency. 
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Additionally, the Oversight Advisory Committee shall investigate all complaints, reports, or 
other information received regarding concerns that a Participating Agency’s information 
technology (IT) system is creating an immediate threat of information Breach or will cause 
irreparable harm to another Participating Agency, including, but not limited to, another 
Participating Agency, a User, or an Individual whose information is shared pursuant to this E- 
MOU. The Oversight Advisory Committee shall notify the SCCOE of any recommendation 
that such Participating Agency be issued a finding requiring a corrective action plan to 
remedy the issue for the specific IT system. 

 

 
When the complaint, report, or other information indicates that a suspension from sharing 
data with a Participating Agency’s specific IT system must be implemented immediately and, 
in the judgment of the SCCOE’s designated person, it is not practical to delay the suspension 
until the Oversight Advisory Committee is convened, the SCCOE shall immediately: 

 
 

• Take all technical actions necessary to carry out the suspension including, but not 
limited to, suspension of the Participating Agency’s participation in the SVRDT; 

• Call a special meeting as soon as possible of the Oversight Supervising Committee 
to evaluate the recommendation of the suspension; and 

• Notify the suspending Participating Agency of the suspension (as well as the other 
Participating Agencies of the decision). 

 
  

The investigation by the Oversight Advisory Committee discussed above may follow the 
immediate action. 

 

 
If the SCCOE’s designated person determines that immediate suspension is not required, the 
Oversight Advisory Committee may initiate an investigation of the complaint, report, or 
other information.  The Oversight Advisory Committee shall immediately notify the 
Participating Agency in question of the investigation. 

 

 
The Oversight Advisory Committee shall meet as soon as practicable, but no later than five 
(5) business days after the receipt of the complaint by the Oversight Advisory Committee, to 
evaluate the suspension action of the SCCOE’s designated person.  The suspension shall 
remain in effect until the Oversight Advisory Committee meets to evaluate the suspension 
and makes a recommendation to the SCCOE to affirm, modify, or terminate the suspension. 
The member(s) of the Oversight Advisory Committee from the suspended Participating 
Agency may recuse themselves from any decisions, but there are circumstances when the 
Participating Agency will participate in the decision. 

 

 
If a complaint is referred to the Oversight Advisory Committee and such complaint has not 
been resolved by the Oversight Advisory Committee within thirty (30) days after it was 
referred (or such longer period as agreed to in writing by the Participating Agencies who are  
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parties to the complaint), then the complaint shall be escalated to the SCCOE Superintendent 
or designee for resolution. If the SCCOE Superintendent cannot reach a decision within five 
(5) business days from the referral or does not state that an additional five (5) business days is 
necessary to reach a decision, then the complaint is dismissed with no action taken against 
the Participating Agency. 

 
 

If through the investigation, the Oversight Advisory Committee recommends that a 
Participating Agency is (i) creating an immediate threat, or (ii) will cause irreparable harm to 
another party including, but not limited to another Participating Agency, a User, or an 
Individual whose information is made available pursuant to the E-MOU, the Oversight 
Advisory Committee may recommend to the SCCOE that such Participating Agency be issued 
a finding requiring a corrective action plan to remedy the issue for the IT system. If the 
SCCOE concurs in the recommendation, the SCCOE Superintendent or designee shall take all 
technical actions necessary to carry out the finding or suspension including but not limited to 
suspension of the Participating Agency’s participation in the SVRDT.  As soon as reasonably 
practicable after suspending a Participating Agency, but in no case longer than two (2) 
business days the Oversight Advisory Committee shall provide the suspended Participating 
Agency with a written summary of the reasons for the suspension and notify all other 
Participating Agencies of the suspension. 

 
 

The suspended Participating Agency agrees to provide the Oversight Advisory Committee 
with a written plan of correction or an objection to the suspension within five (5) business 
days of being notified of the suspension. 

 
 

Any objection shall specify the reason that the Participating Agency feels the suspension is 
inappropriate. The plan of correction shall detail the action that the Participating Agency is 
taking to address, mitigate and remediate the issue(s) that were the basis for the suspension 
as outlined in the summary and include a timeframe for such actions.  The Oversight 
Advisory Committee shall meet and review a suspended Participating Agency’s plan of 
correction or objection within five (5) business days of receipt from the Participating Agency; 
determine whether to recommend to the SCCOE Superintendent or designee to accept or 
reject the plan of correction or affirm the suspension; and communicate such decision to the 
SCCOE Superintendent or designee who will act on such recommendation and provide her 
decision to the subject Participating Agency and to all Participating Agencies. 

 
 

If the Oversight Advisory Committee rejects the plan of correction, it shall work in good faith 
with the suspended Participating Agency to develop a mutually acceptable plan of 
correction.  If the Oversight Advisory Committee and the suspended Participating Agency 
cannot reach agreement on the content of the plan of correction or on the reasons 
supporting the suspension, the Oversight Advisory Committee may submit the dispute to the 
SCCOE Superintendent or designee. 
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Any suspensions imposed shall remain in effect unless the Participating Agency is reinstated in 
accordance with the terms of this E-MOU.  A finding requiring a corrective action plan, but not 
a suspension, shall describe the action that the Participating Agency is taking to address, 
mitigate and remediate the issue(s) that caused the Oversight Advisory Committee to make 
the finding and include a timeframe for such actions. The Participating Agency’s corrective 
action plan in response to an Oversight Advisory Committee finding shall be submitted 
within thirty (30) days of the finding being issued.  The Oversight Advisory Committee shall 
meet and review a Participating Agency’s corrective action plan at the next regular meeting 
following the submission of the corrective action plan from the Participating Agency; 
determine whether to recommend to the SCCOE to accept or reject the plan; and 
communicate such decision to the SCCOE Superintendent or designated person who will act 
on such recommendation and provide her decision to the Participating Agency and to the 
Participating Agencies no later than five (5) business days after receipt from the Oversight 
Advisory Committee. 

 
 
3. Reinstatement 
 
 

A.   After Voluntary Suspension by a Participating Agency 
 
 

The Participating Agency’s notification of a voluntary suspension shall state the 
commencement date and the duration of the suspension.  The Participating Agency may 
extend the duration of the voluntary suspension should it be necessary as determined by 
the Participating Agency. 

 
 

Either on the date indicated by the Participating Agency in the suspension or extension 
request or at an earlier time if requested by the Participating Agency, the SCCOE shall take 
all technical actions necessary to reinstate the Participating Agency’s ability to participate in 
the SVRDT including, but not limited to, the reinstatement of the Participating Agency in the 
SVRDT. 

 
 

B.   After Suspension with Cause 
 
 

When a Participating Agency’s ability to participate in the SVRDT has been suspended by the 
Oversight Advisory Committee with cause, the Participating Agency agrees to provide 
evidence to the Oversight Advisory Committee of the Participating Agency’s fulfillment of 
the obligations of its plan of correction.  The Oversight Advisory Committee shall review 
such evidence at its next regularly scheduled meeting following receipt from the 
Participating Agency. 
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If the Oversight Advisory Committee is not satisfied that the Participating Agency has met its 
obligations under its plan of correction, the Oversight Advisory Committee shall inform the 
Participating Agency of the specific deficiencies within five (5) business days of reaching that 
decision.  The Participating Agency will have the ability to submit additional evidence that 
addresses such deficiencies. 
 
When the Oversight Advisory Committee is satisfied that the evidence presented indicates 
that the Participating Agency has fulfilled its obligations under the plan of correction, it shall 
recommend that the SCCOE Superintendent or designee take all technical actions necessary 
to reinstate the Participating Agency’s ability to participate in the SVRDT including, but not 
limited to, the reinstatement of the Participating Agency.  Such action should be completed 
as soon as possible but not later than three (3) business days after reaching that decision.  
The SCCOE Superintendent or designee shall inform all the Participating Agencies of such 
reinstatement forthwith. 
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APPENDIX 2 
 

Change Process for SVRDT E-MOU 
 

1.   Submission of Proposed Amendments to the SVRDT E-MOU 
 
 

Any Participating Agency may submit in writing a request for an amendment to the SVRDT E- 
MOU to the Oversight Advisory Committee. All requests for proposed amendments shall 
identify: 

 
 

A.   The Section of the E-MOU that is the subject of the requested amendment (if any); 
B.   A description of the reason(s) for the requested amendment; 
C.   The proposed language for the requested amendment; and 
D.   An analysis of the expected impact of the requested amendment. 

 
 

2.   Consideration of Proposed Amendment to the SVRDT E-MOU 
 
 

If after considering the request at the next regularly-scheduled meeting, the Oversight Advisory 
Committee determines by a (unanimous)(majority)(two-thirds) vote that the request has merit, 
the Oversight Advisory Committee shall forward the recommendation to the SCCOE 
Superintendent or her designee to seek approval of the recommended amendment.  When the 
Oversight Advisory Committee seeks approval of such amendments, the Oversight Advisory 
Committee shall provide the SCCOE Superintendent or her designee with the following 
information: 

 
 

A.   A copy of the proposed amendment to the SVRDT E-MOU; 
B.   Description of the reason(s) for the requested amendment and any foreseeable impact of 

the amendment; 
C.   Statement regarding whether the proposed amendment is necessary in order for the 

Oversight Advisory Committee or the Participating Agencies to comply with Applicable Law; 
and 

D.   Projected effective date for the proposed amendment. 
 

If the SCCOE Superintendent or her designee agrees with the proposed amendments to the 
SVRDT E-MOU, the SCCOE Superintendent or her designee will advise all of the Participating 
Agencies of each decision and the effective date for the proposed amendment. 
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3.   Approval or Rejection of Proposed Amendment to the SVRDT E-MOU 
 

The Oversight Advisory Committee shall meet to consider the amendment proposed by a 
Participating Agency. For the Oversight Advisory Committee to consider voting on a proposed 
amendment, at least two-thirds of the members of the Oversight Advisory Committee must 
approve considering the amendment. Once the approval to consider it obtained, the Oversight 
Advisory Committee shall vote on the proposed amendment. 

 
Once an amendment is recommended unanimously by the Oversight Advisory Committee and 
the SCCOE Superintendent or designee agrees with the recommendation, all Participating 
Agencies shall be advised to sign the amendment to the SVRDT E-MOU prior to the effective 
date of the amendment. 

 
A.   Requests for Change. 

 
The Oversight Advisory Committee shall have the authority to recommend to the SCCOE’s 
Superintendent or her designee to adopt new or to make changes to the existing SVRDT E- 
MOU that is necessary: 

 
 

1)   For compliance with Applicable Law; or 
2)   To maintain the integrity of Data being accessed. 

 
 

If the reason for the change is for compliance reasons, the Oversight Advisory Committee 
shall first ask the Legal Workgroup to opine that the change is indeed necessary to be 
compliant with Applicable Law. 

 
B.   Receipt 

 
All requests for amendments to the SVRDT E-MOU shall be directed in writing to the 
Oversight Advisory Committee’s designated person for receiving such requests. Once 
received, the designated person shall catalog the request upon receipt.  The catalog shall 
include: 

 
1)   Type of the proposed amendment (e.g. new, amendment, repeal); 
2)   Whether the proposed amendment is for compliance reasons or relate to the integrity 

of the Data provided for access; 
3)   Brief description of the reasons for the proposed amendment (e.g. to meet 

requirements of a new use case or to comply with a specific law or regulation); 
4)   Description of the proposed amendment; 
5)   Preliminary analysis of the potential operational and technical impact to the Participating 

Agencies and their Users; and 
6) Requesting Participating Agency and date of request. 
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C.   Evaluation 
 
 

The Oversight Advisory Committee has the ability to forward the request for an amendment 
to a task group designated by the Oversight Advisory Committee for evaluation of the 
request and to make a recommendation to the Oversight Advisory Committee. During 
consideration of the request for an amendment, the task group may request additional 
information from the Oversight Advisory Committee, the Participating Agencies, or the 
requesting Participating Agency, as the task group deems reasonably necessary. 

 
 

1)   Evaluation Criteria for Proposed Amendments 
 
 

a) Evaluation of a Non-Compliance Request for Amendment 
 
 

i) Each Participating Agency shall be provided a copy of the proposed 
amendment. A Participating Agency may respond in writing to the 
Oversight Advisory Committee by a designated response date with the 
following information: 

 
 

a.    Whether the implementation of the proposed amendment will have a 
significant adverse operational or financial impact on the Participating 
Agency; 

b.   Whether the implementation of the proposed amendment will require 
the Participating Agency to materially modify any existing agreements 
with Users or third parties; 

c. Whether the Participating Agency believes that implementation of the 
proposed amendment will require an amendment to the permitted 
purposes of the E-MOU; and 

d.   Whether the implementation would potentially violate Applicable Law 
and a description of the potential violation. 

 
 

The Participating Agency agrees to provide rationale for each affirmative 
response. The task group or the Oversight Advisory Committee may request 
additional information from Participating Agencies to further evaluate the 
responses. 

 
 

ii) The task group shall review responses from the Participating Agencies to 
inform the recommendation to the Oversight Advisory Committee about the 
proposed amendment. 
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iii) If a new agency becomes a Participating Agency after Participating Agencies 
have been asked to respond to questions about the proposed amendment 
but before the designated response date, this new Participating Agency will 
be given an opportunity to respond by the designated response date. 

 
 

iv) The task group shall present its recommendations to the Oversight Advisory 
Committee at its next regularly-scheduled meeting following the designated 
response date. The Oversight Advisory Committee shall review the task 
group’s recommendation and make a final recommendation to the SCCOE’s 
Superintendent or her designee regarding whether the proposed 
amendment should be approved. 

 
 

b)   Evaluation of a Compliance Amendment 
 
 

If the proposed amendment is a Compliance Amendment, the Legal Workgroup will 
review the proposed amendment to validate the legal requirement. The Legal 
Workgroup shall present its findings and recommendation on the proposed 
amendment in writing to the Oversight Advisory Committee prior to the regularly- 
scheduled meeting or earlier if the implementation requires a more timely 
response.  The Oversight Advisory Committee shall review the Legal Workgroup’s 
recommendations and request to meet with the Legal Workgroup or a 
representative thereof to further discuss the findings of the Legal Workgroup. 
Thereafter, the Oversight Advisory Committee shall make a final recommendation 
to the SCCOE Superintendent or her designee within one (1) week of meeting with 
the Legal Workgroup. 

 
 

c)    Evaluation of the Timeline for Implementation of the Proposed Amendment 
 
 

For both non-compliance and compliance proposed amendments, the task group or 
the Legal Workgroup shall assess and make recommendations to the Oversight 
Advisory Committee regarding the timeline for implementing the proposed 
amendment. The Oversight Advisory Committee shall provide an opportunity for 
any Participating Agency to provide feedback on their preferred timeline. The 
Oversight Advisory Committee shall review the task group or Legal Workgroup’s 
recommendation and make a final determination regarding the timeline to 
recommend to the SCCOE Superintendent or her designee. 

 
 

2)   Response 
 
 

a) Non-Compliance Proposed Amendment 
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At the conclusion of the response period established during the evaluation of the 
proposed amendment, the Oversight Advisory Committee shall evaluate whether to 
recommend to the SCCOE’s Superintendent or her designee that the non- 
compliance amendment to the SVRDT E-MOU be approved and a proposed timeline 
for implementation. The recommendation of the Oversight Advisory Committee 
regarding the non-compliance proposed amendment and the proposed timeline for 
implementation shall be communicated to the SCCOE Superintendent or her 
designee.  Revisions to the E-MOU necessitated by the approved amendment will be 
performed in accordance with Appendix 2 of this E-MOU. 

 
b)   Compliance Proposed Amendment 

 
Based upon the responses from the Participating Agencies, the Oversight Advisory 
Committee shall provide input to all Participating Agencies on the impact of the 
compliance amendment and the recommended timeline for implementation prior to 
voting on the proposed amendment. 
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APPENDIX 3 
 
 

Procedures for Breach Notification 
 
 

1.   Procedures for Participating Party Notification 
 
 

A.   Notification Process 
 
 

1)   Upon initial indication of a Breach, the Participating Agency(ies) responsible for the 
Breach shall report to the SCCOE’s designated person and to the other Participating 
Agencies.  Such reports shall be made within 24 hours from when the Participating 
Agency discovered or should have discovered the occurrence. Participating Agencies 
shall also comply with any Applicable Law regarding Breaches. 

2)   Following this Notification to the SCCOE’s designated person, the Participating Agency 
shall immediately provide Notice to the Oversight Advisory Committee by sending an 
email to the members and to Privacy Officers of Participating Agencies regarding 
compromised Individual confidential or protected information. 

3)   The Oversight Advisory Committee shall consider creating a secure section of the future 
website solely for the purpose of Breach reporting.  This website function may be 
designed to automatically email all Oversight Advisory Committee members that a 
Breach Notification has been uploaded. 

 
B.   Notification Content 

 
 

The Notification shall include sufficient information for the Oversight Advisory 
Committee to understand the nature of the Breach.  For instance, such Notification shall 
include, to the extent available at the time of the notification, the following information: 

 
 

1)   One or two sentence description of the Breach; 
2)   Description of the roles of the people involved in the Breach (e.g., employees, Users, 
       Individuals, service providers, unauthorized persons, etc.) 
3)   The Specific Data or Type of Data that is the object of the Breach; 
4)   Participating Agencies likely impacted by the Breach; 
5)   Number of Users or records impacted/estimated to be impacted by the Breach; 
6)   Actions taken by the Participating Agency to mitigate the Breach; 
7)   Current status of the Breach (e.g., under investigation, resolved, etc.); and 
8)   Corrective action taken and steps planned to be taken to prevent a similar Breach. 
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The Notification shall not include any confidential or protected information.  The Participating 
Agency agrees to supplement the information contained in the Notification as it becomes 
available.  Supplemental information should be uploaded to the secure portion of the future 
website and directed to the same addresses used for the original Notification. 

 

 
On the basis of the information available to the Participating Agency, if the Participating Agency 
believes that it should temporarily cease Data access with all other Participating Agencies, it 
may under a service level interruption or voluntary suspension in accordance with Appendix 1 of 
the E-MOU. 

 

 
2.   Disposition of Breach Alerts and Notifications 

 
 

A.   Review of the Breach by the Oversight Advisory Committee 
 
 

The Oversight Advisory Committee shall facilitate a meeting upon receipt of the Breach 
or Notification as soon as practicable for the purpose of reviewing the Notification and 
determining the following: 

 

 
1.   The impact of the Breach or potential Breach on the privacy, security, confidentiality 

and integrity of the SVRDT; 
2.   Whether the Oversight Advisory Committee needs to take any action to suspend the 

Participating Agencies involved in the Breach or potential Breach in accordance with 
Appendix 1 of the E-MOU; 

3.   Whether the Oversight Advisory Committee should take any other measures in 
response to the Notification or alert; and 

4.   The Oversight Advisory Committee shall, if necessary, request additional 
       information from the Participating Agency(ies) involved in the Breach or suspected 

Breach to fulfill its responsibilities.  However, with respect to suspected Breach 
alerts, the Oversight Advisory Committee is encouraged to hold inquiries and 
requests for additional information to allow the Participating Agency time to 
determine whether a Breach actually occurred.  After determination of whether a 
suspected Breach is indeed a Breach, there should be documentation kept by the 
Participating Agency of the event that occurred, in order to maintain records of 
review, in case of audit, etc. 

 
B.   Determination of Breach Resolution 

Once complete information about the Breach becomes available, the Oversight Advisory 
Committee shall meet as soon as possible to determine whether the Corrective Actions 
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taken by the Participating Agency (ies) involved in the Breach are sufficient to mitigate 
the Breach and prevent a similar Breach from occurring in the future. Once the  

  
Oversight Advisory Committee is satisfied that the Participating Agency(ies) have taken 
all appropriate measures, the Oversight Advisory Committee shall deem the Breach 
resolved and will so advise the SCCOE’s designated person.  Upon renewal of any Data 
inquiries, Participating Agencies shall list any data breaches that occurred in the 
previous twelve (12) months and provide an updated status on any corrective action 
plan arising from the breach. 

 
 

1.   This resolution will be communicated to all Partner(s) involved in the Breach and those 
Partners that ceased Data inquiries with the Partner(s) involved in the Breach. 

2.   If those Participating Agencies do not resume Data inquiries with the Participating Agencies 
involved in the Breach within a reasonable period of time and no longer than ten (10) 
business days after the resolution was communicated, the Participating Agency(ies) involved 
in the Breach and cessation shall engage in the Dispute Resolution Process in accordance 
within this E-MOU. 

3.   Lessons learned on the root cause of the Breach will be communicated by the Oversight 
Advisory Committee to all Participating Agencies, including those not involved in the Breach, 
to prevent a recurrence of the event in the future. 
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APPENDIX 4 
 
 

New Participating Agency Testing and Validation Requirements 
 
 

1.   Conduct Tests 
 
 

A.  Testing can be conducted using the approved E-MOU testing tools and processes by 
SVRDT with the cooperation of the new Participating Agency. 

B.   Testing will focus on peer-to-peer access testing of the new Participating Agency’s system 
against an implementation of the proposed data to be accessible in a testing environment. 

C.   Validation is concerned with confirming that the new Participating Agency can 
access data from other Participating Agencies and the Participating Agencies can access 
data from the new Participating Agency. 

 
 

2.   Report Test Results 
 
 

The Oversight Advisory Committee will be in close contact with a new Participating Agency 
and will ensure that the testing of validation of the new Participating Agency is successful 
before the new Participating Agency has access to the SVRDT. 
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APPENDIX 5 
 
 

BUSINESS ASSOCIATE AGREEMENT 
 
 

SANTA CLARA COUNTY OFFICE OF EDUCATION 
BUSINESS ASSOCIATE REQUIREMENTS 

 
 

1.   PREAMBLE 
 
 

CONTRACTOR, its/her/his employees, contractors, representatives, volunteers and agents 
(hereinafter referred to as CONTRACTOR), may be involved with work pertaining to services 
provided by the Santa Clara County of Education (hereinafter referred to as SCCOE), and, if so, 
may have access to confidential data and personally identifiable information (collectively 
referred to as PII) pertaining to persons and/or entities receiving services from the SCCOE. This 
information includes but is not limited to client name, address, social security number, date of 
birth, driver’s license number, identification number, or any other information that identifies 
the individual.  In addition, CONTRACTOR may also have access to proprietary information 
supplied by the SCCOE or by other vendors doing business with the SCCOE. The SCCOE has a 
legal obligation to protect all such PII in its possession, especially PII concerning education, 
health, mental health, child welfare and juvenile probation records. The SCCOE must ensure 
that the PII shall be protected by CONTRACTOR.  Consequently, CONTRACTOR agrees to sign this 
Agreement as a condition of the attached contract with the SCCOE. 

 
2.   DEFINITIONS 

 
Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those 
terms are defined in 45 Code of Federal Regulations (CFR) §§ 160.103, 164.304, and 164.501. All 
regulatory references in this Agreement are to Title 45 of the CRF unless otherwise specified. 

 
a.    “Breach” refers to actual loss, loss of control, compromise, unauthorized disclosure, 

unauthorized acquisition, unauthorized access, or any similar terms referring to 
situations where persons other than authorized users and for other than authorized 
purposes have access of potential access to PII, whether electronic, paper, verbal or 
recorded.  Unless an exception applies, an impermissible use or disclosure of PHI is 
presumed to be a breach, unless it can be demonstrated there is a low probability 
that the PHI has been compromised based upon, at minimum, a four-part risk 
assessment: 

i.   Nature and extent of PHI included, identifiers and likelihood of re- 
identification; 

ii.   Identity of the unauthorized person or to whom impermissible 
disclosure was made; 
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iii.   Whether PHI was actually viewed or only the opportunity to do so 

existed; 
iv.   The extent to which the risk has been mitigated. 

b.   “Business Associate” refers to the same meaning at 45 CFR §160.103, and in 
reference to the parties to this agreement, shall mean CONTRACTOR. 

c. “Confidential Materials” includes (1) all education, financial, health, mental health, 
child welfare and juvenile probation records pertaining to persons and/or entities 
receiving services from the SCCOE whether hard copy or electronic data; (2) all 
SCCOE proprietary information including design concepts, algorithms, programs, 
formats, documentation, and all other original materials produced, created or 
provided to or by CONTRACTOR under the attached contract; and (3) any other 
proprietary information supplied by the SCCOE or by other SCCOE vendors to 
CONTRACTOR. 

d.   “Covered Entity” refers to the same meaning at 45 CFR §160.103, and in reference 
to the party to this agreement shall mean SCCOE. 

e.   “Designated Record Set” refers to the meaning as the term “designated record set” 
in 45 CFR §164.501. 

f. “Electronic Protected Health Information” or “EPHI” refers to individually 
identifiable health information that is transmitted or maintained in electronic 
media; it is limited to the information created, received, maintained or transmitted 
by Business Associate from or on behalf of Covered Entity. 

g. “HIPAA Rules” refers to the Privacy, Security, Breach Notification and enforcement 
Rules at 45 CFR part 160 and part 164, as amended and supplemented by Subtitled 
D of the Health Information Technology for Economic and Clinical Health Act 
provisions of the American Recovery and Reinvestment Act of 2009. 

h.   “Individual” refers to the meaning in Section 164.501 and shall include a person 
who qualifies as a personal representative in accordance with Section 164.502(g). 

i. “Protected Health Information” or “PHI” refers to the meaning in 45 CFR §160.103 
and is limited to the information created or received by Business Associate from or 
on behalf of SCCOE. 

j. “Personal Identifying Information” or “PII” is confidential data and personally 
identifiable information directly obtained in the course of performing an 
administrative and contractual function on behalf of the SCCOE that can be used 
alone, or in conjunction with any other information, to identify a specified 
individual.  PII includes any information that can be used to search for or identify 
individuals, or can be used to access their files, such as name, social security 
number, date of birth, driver’s license number or identification number. PII may be 
electronic, paper, verbal, or recorded. 

k. “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health 
 Information at 45 CFR Part 160 and Part 164, Subparts A and E. 
l. “Secure environment” means any area where: 
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i.   Workers assist in the administration of services provided by the 

SCCOE; 
ii.   Workers use or disclose PII; or 

iii.   PII is stored in paper or electronic format. 
m.  “Security Incident” means the attempted or successful unauthorized access, use, 

disclosure, modification, or destruction of PII, or interference with system 
operations in an information system which processes PII that is under the control of 
the SCCOE, or the CONTRACTOR. 

n.   “Security Rule” means the Security Standards for the Protection of EPHI at 45 CFR 
Part 160 and Part 164, Subparts A and C. 

o.   “Unsecured PHI” is PHI that is not rendered unusable, unreadable, or 
indecipherable to unauthorized individuals through the use of a technology or 
methodology specified by federal government. 

 
3.   OBLIGATIONS AND ACTIVITIES OF CONTRACTOR 

 
CONTRACTOR agrees to the following terms and conditions: 

 
a.    CONTRACTOR shall not divulge to any unauthorized person, company or 

organization any of the PII obtained while performing work pursuant to the 
attached contract with the SCCOE without the prior written consent of the SCCOE. 

b.   CONTRACTOR shall not use or further disclose PHI other than as permitted or 
required by the Agreement of as required by law. 

c. CONTRACTOR shall forward all requests for the release of any PII received by 
it/her/him to the Program Manager associated with the attached contract. 

d.   CONTRACTOR shall use appropriate safeguards to comply with Subpart C of 45 CFR 
part 164 with respect to EPHI and PHI, and to prevent the use or disclosure of the 
PHI other than as provided for by this Agreement. 

e.   CONTRACTOR shall keep confidential:  (1) all education, financial, health, mental 
health, child welfare, and juvenile probation records pertaining to persons and/or 
entities receiving services from the SCCOE; (2) all SCCOE proprietary information 
including design concepts, algorithms, programs, formats, documentation, and all 
other original materials produced, created or provided to or by CONTRACTOR; AND 
(3) any other proprietary information supplied by the SCCOE or by SCCOE vendors to 
CONTRACTOR under the attached contract. 

f. CONTRCTOR shall protect said CONFIDENTIAL materials against disclosure to other 
than SCCOE employees who have a need to know the information. 

g. CONTRQCTOR shall to make uses and disclosures requests for PHI consistent with 
minimum necessary policy and procedures. 

h.   CONTRACTOR shall not use or disclose PHI in a manner that would violate subpart E 
 of 45 CFR part 164.504 if used or disclosed by the SCCOE. 
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i. CONTRACTOR shall mitigate, to the extent practicable, any harmful effect that is 

known to CONTRACTOR of a use or disclosure of PHI by CONTRACTOR in violation of 
the requirements of this Agreement. 

j. CONTRACTOR shall report to SCCOE any use or disclosure of PHI not authorized by 
this Agreement. 

k. CONTRACTOR shall ensure that any agent, including a subcontractor, to whom it 
provides PHI received from, or created or received by CONTRACTOR on behalf of 
SCCOE, agrees to adhere to the same restrictions and conditions that apply through 
this Agreement to CONTRACTOR with respect to such information. 

l. CONTRACTOR shall return all Confidential Materials to the SCCOE upon completion 
or termination of the attached contract. 

m.  CONTRACTOR shall limit use of any PII provided by the SCCOE, or by the 
participants, solely for the purpose of administering and implementing the program 
supported by this Agreement. 

n.   CONTRACTOR shall maintain all provisions of data security and privacy restrictions 
on disclosure of PII and Confidential Materials in the CONTRACTOR’s possession 
shall continue in effect beyond the termination of this Agreement, and shall 
continue until the PII and Confidential Materials are destroyed or returned to the 
SCCOE. 

o.   CONTRACTOR shall request in writing to the SCCOE and SCCOE agrees to provide 
any/all applicable State regulations. 

p.   If CONTRACTOR has PHI in a Designated Record Set: 
i.   CONTRACTOR agrees to provide access, at the request of SCCOE, and in the time 

and manner designated by SCCOR, to PHI in a Designated Record Set, to SCCOE, 
or, as directed by SCCOE, to an individual in order to meet the requirements 
under Section 164.524. 

ii.   CONTRACTOR agrees to make any amendment(s) to PHI in a Designated Record 
Set that the SCCOE directs or agrees to make pursuant to Section 164.526 at the 
request of SCCOE or an Individual, and in the time and manner designated by 
the SCCOE. 

q.   CONTRACTOR agrees to make internal practices, books, and records relating to the 
use and disclosure of PHI received from, or created or received by CONTRACTOR on 
behalf of SCCOE, available to the SCCOE at the request of SCCOE or the 
Superintendent, in a time and manner designated by the SCCOE or the 
Superintendent, for purposes of the Superintendent determining SCCOE’s 
compliance with the Privacy Rule. 

r. CONTRACTOR agrees to document such disclosures of PHI and information related 
to such disclosures as would be required for SCCOE to respond to a request by an 
Individual for an accounting of disclosures of PHI in accordance with Section 
164.528. 
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s. CONTRACTOR agrees to provide to SCCOE or an Individual in the time and manner 

designated by SCCOE, information in order to permit SCCOE to respond to a request 
by an Individual for an accounting of disclosures of PHI in accordance with Section 
164.528. 

t. CONTRACTOR shall implement administrative, physical, and technical safeguards 
that reasonably and appropriately protect the confidentiality, integrity, and 
availability of EPHI that CONTRACTOR creates, receives, maintains, or transmits on 
behalf of SCCOE. 

u.   CONTRACTOR shall conform to generally accepted system security principles and 
the requirements of the final HIPAA rule pertaining to the security of PHI. 

v. CONTRACTOR shall ensure that any agent to whom it provides EPHI, including a 
subcontractor, agrees to implement reasonable and appropriate safeguards to 
protect such EPHI. 

w.  CONTRACTOR shall report to SCCOE any Security Incident within three (3) business 
days of becoming aware of such incident.  CONTRACTOR shall also facilitate breach 
notification(s) to the appropriate SVRDT Partners and any appropriate governing 
body as required by law. As appropriate and after consulting with SCCOE, 
CONTRACTOR shall also notify affected individuals and the media of a qualifying 
breach. 

x. CONTRACTOR understands that it is directly liable under the HIPAA rules and subject 
to civil and, in some cases, criminal penalties for making uses and disclosures of PHI 
that are not authorized by Exhibit, the underlying contract as or required by law. 

 
 

4.   PERMITTED USES AND DISCLOSURES BY CONTRACTOR AS BUSINESS ASSOCIATE 
 
 

Except as otherwise limited, CONTRACTOR may use or disclose PHI to perform functions, 
activities, or services for, or on behalf of, SCCOE as specified in this Agreement; provided that 
such use or disclosure would not violate the Privacy Rule if done by SCCOE. 

 
 

5.   OBLIGATIONS OF SCCOE 
 
 

SCCOE agrees to the following terms and conditions: 
 
 

a.    SCCOE shall provide CONTRACTOR with the notice of privacy practices that SCCOE 
produces in accordance with Section 164.520, as well as any changes to such notice. 

b.   SCCOE shall provide CONTRACTOR with any changes in, or revocation of, permission 
by Individual to use or disclose PHI, if such changes affect CONTRACTOR’s permitted 
or required uses and disclosures. 

c. SCCOE shall notify CONTRACTOR of any restriction to the use or disclosure of PHI 
 that SCCOE has agreed to in accordance with Section 164.522. 

DRAFT



EARLY LEARNING DATA GOVERNANCE  
 

95 
 

  
6.   PERMISSIBLE REQUESTS BY SCCOE 

 
 

SCCOE shall not request CONTRACTOR to use or disclose PHI in any manner that would not be 
permissible under the Privacy Rule if so requested by SCCOE, under the CONTRACTOR will use or 
disclose PHI for, and if the Agreement provides for, data aggregation or management and 
administrative activities of CONTRACTOR. 

 
 

7.   DUTIES UPON TERMINATION OF AGREEMENT 
 
 

Upon termination of the Agreement, for any reason, CONTRACTOR shall return or destroy all PHI 
received from SCCOE, or created, maintained, or received by CONTRACTOR on behalf of SCCOE, 
that CONTRACTOR still maintains in any form.  This provision shall apply to PHI that is in the 
possession of subcontractors or agents of CONTRACTOR.  CONTRACTOR shall retain no copies of 
PHI. 

 
 

a.    In the event that CONTRACTOR determines that returning or destroying PHI is 
infeasible, CONTRACTOR shall provide to SCCOE notification of the conditions that 
make return or destruction infeasible.  Upon mutual agreement of the Parties that 
return or destruction of PHI is infeasible, CONTRACTOR shall extend the protections 
of the Agreement to such PHI and limit further uses and disclosures of such PHI to 
those purposes that make the return or destruction infeasible, for so long as 
CONTRACTOR maintains such PHI. 

 
 

8. MISCELLANEOUS 
 
 

a.    Regulatory References.  A reference in this Business Associate Agreement to a 
section in the HIPAA Privacy Rule means the section as in effect or as amended, and 
for which compliance is required. 

b.   Amendment.  The Parties agree to take such action as is necessary to amend this 
Business Associate Agreement from time to time as in necessary for SCCOE to 
comply with the requirements of the Privacy Rule and the Health Insurance 
Portability and Accountability Act, Public Law 104-191. 

c. Survival. The respective rights and obligations of CONTRACTOR under this Business 
Associate Agreement shall survive the termination of this Agreement. 

d.   Interpretation.  Any ambiguity in this Business Associate Agreement shall be 
resolved in favor of a meaning that permits SCCOE to comply with the Privacy Rule. 

e.   Reservation of Right to Monitor Activities.  SCCOE reserves the right to monitor 
the security policies and procedures of CONTRACTOR. 
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APPENDIX 6 
1.    Architecture – Logical View 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

The logical view above depicts a transaction processing environment where data can 
be available for authorized use by, and between, all Participating Agencies as follows: 

 
A.   Requests for Information transactions are initiated by any of the Participating Agencies 

through the Secure Data Environment. Access is controlled based upon the privileges 
and restrictions attributed to authorize Users based upon their role as designated by 
their Participating Agency. 

 
 

B.   Transactions will be initiated using the SVRDT Data Exchange Portal, through which all 
SVRDT transactions will flow.  The SVRDT Data Exchange Portal will validate the request by 
way of a common directory access protocol which will be used to verify the Requestor’s 
access privileges, based upon validation that their role is correct. 

 
C.   Requests for Information are initiated and answered by the Agency Data Environments 

(ADE) that supplies the Upfront Data to SVRDT via the Upfront Data store (as depicted 
above).  The Upfront Data file contains only the constrained data set that has been 
approved by the Participating Agencies.  Access by SVRDT is limited to only the Upfront 
Data that is available to all users authorized to access the SVRDT SDE by their agency. 
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D. Upfront Data will be extracted from each agency’s source data sets (i.e. Case Management 
Systems) and stored in an “Upfront Data” store to protect against direct access to agency 
case management systems/data by SVRDT.  Each Participating Agency will determine the 
persistence of the data extraction and loads to the Upfront Data. 
 

E. All web services transactions will utilize “normative use” application services 
languages/tools. 
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2. SVRDT Architecture – Services View 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A.  The Platform.  Contains the core services listed below. These services are required for 
SVRDT to operate, and include the ability to: initiate SVRDT transactions 
request/response services; administer all control records and data required to support 
the management and onboarding of Participating Agency connectivity and data 
integration; and logs and preserves all transaction activity flowing through the SVRDT 
SDE. 

 

 
1.   Data Exchange Portal Service 
2.   Resource Administration Service 
3.   Audit and Compliance Service. 

 

 
B. The Edge. Contains the web services listed below. These are required to: establish secure 

connectivity and interaction with Participating Agency data environments, including 
SVRDT User authentication and validation; child identification indexing; enhanced data 
access protections and restrictions when required by policy; network access, security, and 
IP addressing; data content packaging standards and protocols; data translation via the 
Metadata framework layer; and data communications protocols for message exchange 
between SVRDT portal and Participating Agencies. 
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 . 
C. Access Control Service 

 
Identification Management Service 

4.   Consent Management Service 
i.   Data Integration Service 

 
D. Participating Agency Data Environment.  Utilizes the service that implements bi-

directional/bi-synchronous connectivity with the SVRDT portal.  Participating Agencies 
will maintain a persistent (degree of persistency determined by Participating Agency) 
Upfront Data file for use by SVRDT transaction requests.  Participating Agencies will use 
the data translation attributions from the SVRDT Metadata framework to extract and load 
data into the Upfront Data file. 

 

3. SVRDT Services Description 
  

SVRDT services are invoked as SDE transactions, with all processing and service/data 
interactions controlled by two core services: the Data Exchange Portal, through which all 
SVRDT transaction activity will be routed; and the Data Integration Services which 
controls service interactions between the Portal and the Participating Agency Data 
Environments.  The Context Models illustrate the services interactions of each below: 
 
A. Data Exchange Portal Services Interactions 
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 . 
 
4.  Data Integration Services Interactions 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Each of the services represented in the context models are grouped into three types of services and 
functional use.  Each is described in the paragraphs below. 
 
A. Requesting SVRDT Services 
 

1.  Access Control. Each User logging on to SVRDT must be credentialed by their 
home Participating Agency, and then validated as an authorized User by SVRDT. 
This is the primary function of the SVRDT Access Control service. Credentials will be 
passed from the User’s home Participating Agency, including the role based access 
privileges attributed to this User. Access to the Data Exchange Portal will be granted 
once credentials have been validated and the User will then be able to execute 
searches consistent with their role based access privileges. 

 
2.  Consent Management. Purpose is to protect the child’s and parent/guardian’s 
legal right to control which Participating Agencies can access data with another 
Participating Agency. As a central multi-agency service, Consent Management will 
interact with the Data Exchange Portal to ensure that access to protected 
Participating Agency data will only be enabled if consent is in place, or under 
special circumstances as defined by statute. SVRDT will use a parent/guardian’s 
approval to share their child’s data across SVRDT Participating Agencies under 
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those circumstances where the federal and state laws require that consent or 
authorization be provided. Consent to share information is captured by the child’s 
parent/guardian signing a Universal Consent form. 
SVRDT will provide a service to capture the form and maintain certain attributes from 
the form. It will also provide reminders if the form is about to expire or has expired. 
After a Universal Consent form is no longer valid, it can be displayed 
but not maintained. 

 
3. Identification Management. As a multi-Participating Agency data environment, 
the identification of the children being served by Participating Agencies is a critical 
challenge. It is imperative for Participating Agencies working with children to be sure of 
the identities of the subjects of their work. For SVRDT, this will be essential to have the 
correct child when issuing requests for information and viewing the responses. For this 
reason, SVRDT will provide a central service for this purpose. At the heart of the 
Identification Management Service is the SVRDT Child Identification Index (CII). The 
SVRDT CII will generate an SVRDT cross-Participating Agency identifier and index it to 
the unique child 
identifiers of each child being served across the SVRDT Participating Agencies. As there 
are times when the same child is served by multiple agencies, person- matching 
algorithms will be applied across the Participating Agency child directories to identify 
and index those children. The index will be maintained through collaboration with the 
Participating Agencies to ensure the child identification data is always current. 

 
 

B. Transaction Activity (Routing/Logging) 
 
 

1. Data Exchange Portal. Provides the Control Point where all SVRDT transactions, 
including details of user requests and responses, will be initiated, routed, exchanged, 
returned, and logged. As the User Interface, authorized SVRDT users will log into the 
Portal to initiate all services, including requests for information to SVRDT Agency Data 
Environments (Architecture Segment 3); as well as for initiation of SVRDT administrative 
services (Architecture Segment 1). As transaction processing is the core function of the 
SVRDT SDE, it is imperative that all SVRDT transaction activity is routed, managed and 
recorded through the Portal. This includes recording the initialization and routing of 
Data Integration Services for SVRDT service interactions - routing Request and Return 
transactions and logging transaction details - for all SVRDT service interactions. All 
SVRDT transaction activity will route through the Portal. 

 
 2.     Audit and Compliance. All SVRDT transactions will be logged, successful or 
unsuccessful to assure the ability to monitor and evaluate patterns of data use. 
Transaction logs will capture all of the processing essentials, including: types of search 
requests; date and time of transaction requests; specifics of data access; and 
referential parameters should a transaction have to be reconstructed. 
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3. Resource Administration. SVRDT will provide a central cross-agency capability to 
apply transaction processing parameters to link service interactions; most substantially 
in assuring appropriate User access. SVRDT will not maintain directory protocols or 
credentials for SVRDT users. Those will be maintained by the Segment 3 Agency Data 
Environments. For example, as agencies establish authorizations for use of data by other 
SVRDT Participating Agencies, Resource Administration capabilities will be utilized to 
index access privileges by agency and role (which will take into account individual 
Users). In support of the Trusted Data Environment principle, agencies will trust, with 
SVRDT validation (Access Control), that the other participating agencies will ensure the 
proper role based credentials when authorizing access to their SVRDT users. 

 
 

C. Connecting and Integrating SVRDT and Agency Data Environments 
 

1. Data Integration. This provides a single service that is responsible for searching, 
retrieving and returning data. This service encapsulates all data access into a single 
service. It also removes the requirement for other services to have logic regarding 
where the data is located and how the data is retrieved. 
The Data Integration service is the control point for service interactions between 
the Portal and the Agency Data Environments. It will service all data access requests 
regardless of where the data are located. This includes local database access and 
agency data retrieval. The Data Integration service will be initiated by validated 
“Trusted” Requests for Information from the Data Exchange Portal. It will send the 
requests and receive the responses from the source data environments. To support the 
Data Integration service, the Metadata framework will be an inherent component 
through which date exchange formats will be identified and standardized to assure 
semantic consistency of cross agency transactions. The Metadata framework will 
function as the SVRDT data 
taxonomy (naming, structure and content) in a common platform. It will also be used to 
encode specified translations of data from source data environments in response to 
requests for information. Additionally, the Data Integration service will utilize 
standardized messaging and communications protocols for connecting to agency data 
environments and packaging data in response to requests; develop support protocols 
for integrating non-standard data exchange formats 
as required by an agency when they are unable to comply with SVRDT formats; 
 support non-standard communications protocols as required by an agency for 
interaction with SVRDT. The primary interaction will be with the Data Exchange Portal 
where authorized requests for information will be received, and returned with SVRDT 
formatted responses.  Other data will include: Active Dictionary entries (role based 
validation); Child Index data; and Resource Administration data. 
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5. Data Architecture 
   

The SVRDT Data Architecture is presented in the form of a “Canonical Data Model” 
(CDM) below. It represents the data from an SVRDT perspective. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The CDM is the SVRDT Data Architecture and is aligned with the SVRDT Services architecture, 
specifically with the following major components: 

 
A.  Access Control. These data structures are “virtual data” structures since they will not be 

instantiated in actual tables. They will be used to control and audit access to data both 
from the sending agency and to the receiving agency. 

 
B.   Child Identification. These data structures form the central hub that are used to uniquely 

identify each child and enable a centralized index of links to the source agency data for 
that child. The data structures are built to anonymize the biographic information used in 
linking the source system’s child identifier to a child entry in SVRDT. 

 
C.   Up-Front Source Data. This data is viewed from SVRDT as a semantic layer because a 

response to source service request will expect a single entry returned that includes all of 
the requested fields.  The source data entities are also considered virtual because the 
characteristics returned about a child will never be stored within SVRDT. 
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D.  Up-Front Source Meta Data definitions. These spreadsheets are used to define the SVRDT 

Up-Front data. The purpose is to provide each source agency a mechanism to map the Up-
Front data to their application data and to identify the corresponding data types. Once 
completed, they will form the transformation and encoding rules in generating a response 
to a request for child data from SVRDT. 

 
 
 

6. Technology Infrastructure 
 

A.  The SVRDT SDE will operate on a commercially hosted server operating as the SVRDT 
domain server. The Santa Clara County Office of Education will be the administrator of the 
SDE platform, and the technical services required to maintain the multi- agency integrated 
policy/technology environment. 

 
B.   The SDE is deployed utilizing web services to connect the SVRDT Portal with the Agency 

Data Environments, supporting data communications and the exchange of messages 
across SVRDT agencies. In addition to hosted domain services, and connectivity via web 
services, the SVRDT infrastructure will function utilizing normative standards and 
protocols to ensure unbounded scalability of the computing and communications 
capacities of the SVRDT network and services. 

 
C.   At the center of the SVRDT technical environment is “the SVRDT Control Agency” which 

functions as a virtual agency. The Control Agency provides a connection where the 
technical integrity of agency connections and data integration can be tested in a non-
production setting. This will provide SVRDT with a standardized process for connecting, 
testing and implementing expansions of the organizations, functions and data of the 
SVRDT. 

 
D.  Most substantially, the SVRDT technology infrastructure has embraced the architecture 

and design principles developed throughout the development life cycle. Selectively, these 
include: 

 
1.   Trusted Data Environment. SVRDT validation of Role Based Credentials to assure 

confidence in requests from SVRDT agencies. 
 

2.   Scalability and Portability. Commercially hosted computing and communications 
services platform provides for scalability of computing and communications capacity, 
as well as portability of the infrastructure and services to support instantiations to 
new environments. 
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3.   Encoded Translations.  Use of the Metadata framework to encode specified data 

responses. 
 
 

4.   Dynamic Data Integration. Binding of links supporting requests for data exist for only 
the life of the transaction. 
 
 

5.   Policy Automation. Integration of the business and policy requirements into the 
SVRDT design. 
 
 

6.   Normative Use Technology and Standards. Use of proven real-world standards, 
protocols and technical tools to achieve benefits of common purpose and re-use (vs. 
reinvention). 
 
 

7.   Centralized Core Services. Common platform for administration of multi-agency 
process and resource Integration. 
 
 

8.   Integration at the “Edge”. Increased security through integration external to 
source data environments. 
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